
        
            
                
            
        

    
[image: Image 1]

[image: Image 2]

[image: Image 3]

Information Dynamics and Applications

https://www.acadlore.com/journals/IDA

Data Privacy and Security in the Age of Big Data Techniques for Ensuring Confidentiality in Large Scale Analytics

Anil Kumar Pallikonda1* , Vinay Kumar Bandarapalli1 , Vipparla Aruna2

1 Department of Computer Science and Engineering, PVP Siddhartha Institute of Technology, 520007 Vĳayawada, India

2 Department of Computer Science and Engineering, NRI Institute of Technology, 521212 Vĳayawada, India

* Correspondence: Anil Kumar Pallikonda (anilkumar.pallikonda@gmail.com) Received: 06-10-2025

Revised: 07-25-2025

Accepted: 08-10-2025

Citation: A. Pallikonda, V. Bandarapalli, and A. Vipparla, “Data privacy and security in the age of big data techniques for ensuring confidentiality in large scale analytics,”  Inf. Dyn. Appl. , vol. 4, no. 3, pp. 127–138, 2025. 

https://doi.org/10.56578/ida040301. 

2025 by the author(s). Licensee Acadlore Publishing Services Limited, Hong Kong. This article can be downloaded for free, and reused and quoted with a citation of the original published version, under the CC BY 4.0 license. 

Abstract: Dealing with privacy and security becomes more complicated nowadays with the emergence of big data era. Privacy, data value, and system efficiency should be managed using multiple solutions in current analytics. In this paper, privacy-preserving techniques were selected and reviewed for big data analysis to reduce threats imposed on healthcare data. Various security solutions, including k-anonymity, differential privacy, homomorphic encryption, and secure multi-party computation (SMPC), were programmed and examined using the Medical Information Mart for Intensive Care III (MIMIC-III) healthcare dataset. Assessments were conducted cautiously for each method of data collection in respect of security, time required, capacity of handling large data sets, usefulness of the data, and compliance with regulations. By using differential privacy, it was possible to maintain a balance between privacy and utility by allocating additional resources to the program. The security of data was facilitated by homomorphic encryption though it was not easy to operate and reduce the speed of computer systems. Moreover, achieving scalability in the SMPC required a significant amount of computing power. Although k-anonymity enhanced data utility, it was vulnerable to certain types of attacks. Protecting privacy in big data would limit the performance of systems; for multiple copies of data, scientists can now utilize analytics, differential privacy, and the SMPC, which is highly effective for analyzing private data. However, such approaches should be further optimized to handle real-time processing in big data applications. Experimental evaluation showed that processing 10,000 patient records using differential privacy took an average of 2.3 seconds per query and retained 92% of data utility, while homomorphic encryption required 15.7 seconds per query with 88% utility retention. The SMPC achieved a high degree of privacy with 12.5 seconds per query but slightly reduced scalability. As recommended in this study, the implementation of privacy-focused solutions in big data could help researchers and companies establish appropriate privacy policies in healthcare and other similar areas. 
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1 Introduction

1.1 Big Data Analytics: A Double-Edged Sword

Analytics based on massive datasets have significantly changed the healthcare, financial, marketing, and public service industries. Big data, which stores a vast amount of structured, semi-structured, or unstructured information, contribute to the availability of advanced analysis, forecasting, and informed decision-making. Relying on Hadoop, Spark, and machine learning to analyze massive datasets enables companies to discover essential insights to inform future solutions and compete in the market [1, 2]. Big data analytics in healthcare enable many individuals to receive personalized care tailored to their needs [3]. 

Significant security and privacy issues could be caused by the emergence of big data; as data are diverse and in large volumes, it is important to protect private information properly. Personally identifiable information, financial records and medical documents are the kinds of information that hackers are interested in when they carry out data breaches. These incidents can incur costs for companies, damage their reputation, and cause severe penalties for
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violating privacy regulations [4, 5]. Privacy risks were recorded in systems such as Hadoop and Spark; for instance, data leakage in Hadoop Distributed File System (HDFS) during distributed storage, and intermediate data exposure during Spark’s in-memory computation processes which require additional security layers. As a result, safeguarding data privacy and security in vast data systems has been given paramount importance by people and organizations

[6, 7]. 

1.2 Data Privacy and Challenges to Security

There are numerous significant issues of data privacy and security when big data becomes increasingly prominent. 

Data that need to be processed are extensive and typically stored in numerous systems located in various regions. 

Therefore, shielding data from exposure is becoming increasingly challenging, especially when access to company data is granted to vendors, cloud companies, and research groups [8]. By simultaneously handling multiple tasks, large-scale data systems usually utilize advanced algorithms, which could increase the likelihood of data breaches or unauthorized access [9]. 

When companies use data analysis and predictions, people become more concerned about keeping private data safe. It is also true that companies often have to comply with strict privacy regulations; for example, the California Consumer Privacy Act (CCPA) in the United States and the General Data Protection Regulation (GDPR) in Europe

[10, 11]. The regulations ensure businesses protect the data of their consumers, who could have control over the utilization of their data. Failing to meet these guidelines can lead to difficulties, challenging court cases, and severe fines [12]. To benefit from big data analytics, it is imperative to guarantee the protection of sensitive data so that any related initiatives could succeed and stay healthy [13]. 

1.3 Research Objectives and Contributions

The aim of this paper was to examine and evaluate the most effective current methods for keeping data safe and secure in the field of big data analytics. The objective was to assess current privacy-focused security measures and review new approaches that address privacy issues arising from data analysis. The review covered the contemporary methods to address privacy including data anonymization, encryption, and access control, and to determine if they are effective in handling large datasets [14]. 

Additionally, the survey outlined several new technologies for data privacy, including differential privacy [15], 

homomorphic encryption [16], and secure multi-party computation (SMPC) [17]. Such technologies ensure good data privacy, although they struggle to handle large volumes of data. By assessing these approaches, this paper suggested their suitability for real-world cases, proposed topics for further research, and implied tradeoffs of privacy, security, and data value when organizations use large-scale analytics [18]. 

The research provided an extensive review of privacy-protection policies, highlighting their strengths and weaknesses, and suggested the use of multiple security measures simultaneously. Overall, the goal of this work was to support practitioners, researchers and policymakers in the management of data security issues in big data situations

[19]. 

Figure 1. Navigating the landscape of big data privacy Figure 1 illustrates the handling of big data privacy. All the main areas of big data analytics including data privacy, security challenges, and research objectives are aligned with “Ensuring Data Confidentiality”. Every framework focused on several topics related to big data analytics, from ensuring data safety and security to achieving research aims that contributed to preserving sensitive data. The diagram clearly illustrates the collaboration of all these areas to provide complete data security in large-scale analytics. 
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1.4 Organization of the Paper

In Section 2, various privacy-preserving techniques for big data analytics are presented, including k-anonymity, differential privacy, homomorphic encryption, and the SMPC. Section 3 outlines the methodology, starting from the use of primary dataset, the scheme for system architecture, and finally, the blending of differential privacy, homomorphic encryption, and the SMPC. Section 4 presents the findings and explains the performance of each technique in terms of privacy guarantees, efficiency, scalability, and data quality while examining tradeoffs and applications in healthcare. Section 5 summarizes the significant findings, limitations, and proposals for further studies, suggesting that optimization would help big data applications scale more effectively in real-time. 

2 Related Work

Today, much attention in the research industry and universities is given to data privacy and security techniques in big data analytics. Over the last decade, several strategies have been proposed to mitigate the risks associated with managing large amounts of sensitive information via examining new practices and evaluating their effectiveness; therefore, data privacy could be protected in the era of big data. 

Figure 2. Big data privacy and topics of security

Figure 2 offers a summary of four major issues in big data privacy and security. Privacy techniques illustrate the ways for data to become anonymous or private during analysis through anonymization, differential privacy, and encryption. Security challenges are the second issue, describing the complications and weaknesses involved when storing and processing large amounts of data which spread across multiple locations. Compliance with the GDPR, CCPA, and other privacy laws is included in the regulatory issues that affect data protection within an organization. 

Emerging Technologies like AI and blockchain are expected to bring improved security to data in the future. 

2.1 Privacy-Preserving Techniques

Protecting sensitive personal data is a primary concern in big data analytics. Privacy-preserving techniques aim to conceal personal information and enhance the difficulty for identifying an individual while retaining the utility of the data. Organizations have adopted standard data anonymization techniques to protect their sensitive information, to conceal or remove personal data so as to protect individuals in the datasets [20]. As an example, the k-anonymity model prevents any people in the dataset from being singled out from at least k-1 people [21]. Although k-anonymity performed well initially, it has flaws when dealing with attribute-based attacks, as non-sensitive data in a record can still reveal the identities of some individuals [22]. To strengthen privacy beyond k-anonymity, l-diversity and t-closeness techniques were considered. L-diversity ensures that sensitive attributes appear in at least l distinct forms within each group to reduce the risk of attribute disclosure, while t-closeness maintains the distribution of sensitive attributes across groups like the overall dataset distribution. These approaches provided better resistance to attribute linkage attacks and were used in comparison with our proposed model. 

Different methods have been considered to address the challenges from protecting individual privacy. The introduction of differential privacy by Jyothi and Srinivasarao in 2023 [23] has led to its recognition in modern data analytics. Differential privacy ensures that adding or removing a single individual’s data does not significantly affect the overall results, thereby protecting personal information. Recent advances in data processing make it easier to handle and adapt to diverse big data environments. To further strengthen privacy, a method based on local differential privacy has been proposed, which preserves data privacy during the collection and aggregation of information from users’ devices [24]. 

With homomorphic encryption, calculations can be performed on encrypted information without requiring access to the unencrypted version. Data security is maintained while accurate computations can still be performed on the data. People such as Sakhare and Shaik [25] developed the first fully homomorphic encryption systems, which allow 129

regular computations to be run on encrypted data. Although homomorphic encryption securely protects data, its application is challenging as significant processing power is required in real-time big data analysis [26]. 

The SMPC is another field of cryptography that enables parties to calculate a function based on their private information while keeping all their inputs hidden [27]. The SMPC is particularly helpful when various companies would like to collaborate and review data without revealing their private information to one another. However, the main difficulty in broadly implementing the SMPC is that a lot of computing resources is required to keep information private during the computation [28]. 

2.2 Challenges and Solutions to Big Data Security

As big data technologies continuously improve, handling data security becomes increasingly challenging. 

Perimeter-based security measures, such as firewalls and access control lists, do not provide adequate protection for big data platforms, which are often distributed and constantly evolving. The model used by large data systems, which distribute storage and processing across multiple servers, can create new security challenges. Since data in distributed file systems and cloud platforms are stored across different locations, it becomes challenging to secure them [29]. 

One possible approach to addressing these issues is to utilize data encryption. As encryption limits access to those granted with permission, all data could be safeguarded even in the event of a hacker breaking into the storage system. Several encryption methods, such as attribute-based encryption (ABE) and the Advanced Encryption Standard (AES), are employed in big data systems to enhance their security [30]. When there are more data, it can become computationally costly to handle encryption and decryption, which may slow down the performance of big data applications. 

Much of the security for big data systems relies on access control, which enables certain individuals to view specific data. The primary methods being investigated for protecting big data systems are role-based access control (RBAC) and attribute-based access control (ABAC). Qu et al. [31] explained in their study a method with regulated updates, which would change in real time according to people’s roles and information. A disadvantage of these methods is that they could not thoroughly check the identity of those viewing the data. 

2.3 Regulatory and Compliance Issues in Big Data

Developing a privacy and security policy for big data systems requires compliance with relevant laws and regulations. With the GDPR in Europe and the CCPA in the United States, companies face stringent rules that require them to handle personal data carefully [32]. The regulations stipulate that any collection of personal data be honest, that the individuals involved are responsible, and that the data provider obtains explicit consent. This also requires companies to keep data secure and give people the right to have their details removed [33]. 

Securing and using data in compliance with regulations is crucial, especially when multiple partners are involved. 

Recently, the priority of research has been placed on privacy-protecting ways to share data. By utilizing these protocols, companies can easily adhere to proper privacy rules when sharing their data securely. Some scholars have pointed out that blockchain can be used to monitor and manage data usage in a manner that facilitates compliance with data protection regulations [34]. 

Often, adhering to the rules requires accounts that can be reviewed and verified in a straightforward manner. Some scientists proposed using technologies to track the details and confirm the person who accessed the data and when. 

Monitoring and handling potential non-compliance and security threats would be simpler with better management

[35]. 

2.4 Emerging Technologies in Privacy and Security

Along with usual privacy precautions, scientists are investigating new tools and technologies to provide stronger privacy protection as they process bigger sets of data. For example, federated learning updates machine learning models using data distributed across different devices. This has gained popularity for enabling collaboration among different parties while also ensuring privacy [36]. By not sending raw data, federated learning helps protect privacy while allowing beneficial outcomes based on the data. 

The field of privacy and security has developed further with the assistance of artificial intelligence (AI). Security algorithms driven by AI could help foresee and detect attempts to breach security, identify excessive or insufficient data requests, and implement privacy rules automatically [37]. Experts are studying AI-based encryption methods that rely on machine learning to enhance both the performance and security of encryption in large-scale data environments. 

3 Methodology

The purpose of this section is to describe, in detail, the application and assessment of privacy and security techniques for big data analytics. The methodology of this research involved selection of data, design of the system structure for the proposed methods to protect privacy, use of suitable models, and application of suitable algorithms to prevent data breaches during large-scale analysis. Issues regarding big data privacy were addressed by utilizing 130

differential privacy, homomorphic encryption, and the SMPC, combined with a hybrid model to facilitate scaling and speed. 

3.1 Selection of the Dataset

A publicly accessible dataset provided a good example of the types of data used in healthcare activities. The MIMIC-III was chosen because it provides confidential records of over 40,000 patients, including health history, lab findings, patient information, and medical treatments. Researchers of healthcare analytics often utilize this dataset, rendering it a valuable choice for evaluating new data privacy and security measures. 

The MIMIC-III dataset contains the following main parameters: Table 1. Overview of the MIMIC-III dataset

Parameters

Descriptions

Types of Data

Patient ID

Unique identifier for each patient

Integer (numeric)

Age

Age of the patient

Integer (numeric)

Gender

Gender of the patient

Categorical (M/F)

Diagnosis

List of ICD-9 codes indicating patient diagnoses

Categorical (codes)

Lab Test Results

Results of various lab tests conducted on the patient

Numeric

(continuous)

Medications

List of medications prescribed during hospital stay

Categorical (text)

Prescribed

Length of Stay

Duration of patient’s stay in the hospital (days)

Integer (numeric)

Discharge Status

Outcome of the patient’s stay (e.g., discharged, transferred) Categorical (status)

Table 1 provides an overview of the MIMIC-III dataset, which contains various patient-related parameters. The dataset includes demographic information such as patient ID, age, and gender, along with clinical details like diagnoses (ICD-9 codes), lab test results, and prescribed medications. It also captures hospital-related information such as the length of stay and discharge status. The data types are a mix of numeric (e.g., patient ID, age, and length of stay), categorical (e.g., gender, diagnosis codes, medications, and discharge status), and continuous numeric values (e.g., lab test results). This structured information makes the dataset highly suitable for medical data analysis and predictive modeling. 

Preprocessing involved handling missing values using median imputation for numeric fields and mode of imputation for categorical attributes. Outliers were identified and removed using the interquartile range method. Diagnostic codes were standardized following the International Classification of Diseases, Ninth Revision (ICD-9) format to ensure consistent representation across all records. 

3.2 System Architecture

It bundled various privacy-focused methods using a multilayered approach, ensuring that the data of the user was protected when used for analysis. A distributed approach to computing was employed, with data stored on multiple nodes. The different parts of the system are listed below: Data Collection Layer: Healthcare facilities provide data, which are then stored in a distributed system called Apache Hadoop HDFS. Patient confidentiality is guaranteed at this point through the use of anonymization and encryption. The HDFS layer was configured with block-level encryption, role-based access controls, and secure replica management to prevent unauthorized access and to ensure integrity in distributed environments. 

Privacy Protection Layer:

 Differential Privacy Module:  Differential privacy achieves strong privacy by adding noise from a Laplace distribution to continuous data and providing random answers to questions with categorical data. The purpose is to ensure that it cannot be determined whether an individual’s data was included in the analysis results. 

 Homomorphic Encryption Module:  Homomorphic encryption is applied to sensitive numerical data, e.g., lab test results and length of stay to ensure that computations can be performed without revealing the underlying data. 

 SMPC Module:  Multiple healthcare institutions are allowed to collaboratively compute results on encrypted data without exposing individual records to one another. This approach ensures data privacy even in a multi-party setting. 

 Analytics Layer:  Data are processed in a way that protects privacy with machine learning to help identify patient risks, typical forms of disease, and medication results. Analysis of the data involves encrypting them to ensure all data remain secure. 

 Results Layer:  Healthcare professionals are given access to the outcomes of the analysis, without including a specific patient’s details for identification. 
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The steps that big data analytics take to protect personal data are listed in Figure 3. The Data Collection Layer first gathers data from multiple sources. This data is then processed by the Privacy Protection Layer, which consists of three components: differential privacy for adding noise, homomorphic encryption for securely processing sensitive information, and secure multi-party computation (SMPC) for allowing groups to perform joint calculations on their data without revealing individual inputs. Once privacy measures are managed, the data are moved to the Analytics Layer, where analytics are run to identify the essential. In the end, the Results Layer presents all data in a way to protect people’s privacy throughout. 

Figure 3. Data privacy and security architecture

The privacy-preserving techniques implemented in this system are supported by the following mathematical models:

Differential Privacy:

The Laplace mechanism is used to add noise to the data. For a query q with output f , the differential privacy guarantee is given by:

P [output of query on dataset D] ≈ P [output of query on dataset D′]

where, D and D′ differ in only one data point. The noise is calibrated by the sensitivity of the function ∆f . and a privacy parameter ϵ, controlling the privacy-utility tradeoff. The noise added to the data is:



∆f 

N oise ∼ Laplace

0, 

(1)

ϵ

where, ∆f is the sensitivity of the function and ϵ is the privacy parameter. 

Homomorphic Encryption:

The system utilizes Paillier encryption, a form of partially homomorphic encryption that allows additive operations on encrypted data. For a plaintext value m, its encrypted form E(m) is computed as: E(m) = gm · rn · modn2

(2)
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where, g is a generator, r is a random number, and n is a modulus. The encrypted values can be added together without decrypting:

E (m1) · E (m2) = E (m1 + m2)

(3)

This property allows computations to be performed on the encrypted data, ensuring that sensitive information is never exposed. 

The SMPC:

The sharing of data in several parts is a natural extension of the SMPC approach. Both parties receive portions of the data to work with, but neither has access to the entire dataset. To get the results, you use security protocols such as Shamir’s Secret Sharing or Yao’s Garbled Circuits. Because of the SMPC, no participants can learn the secret data except for the ending reached in the final calculation. 

The hybrid privacy-preserving algorithm integrates differential privacy, homomorphic encryption, and the SMPC

to protect both data confidentiality and analytical results. The following steps outline the algorithm: Algorithm

Step 1: Data Preprocessing and Encryption

The raw data from the MIMIC-III dataset are anonymized using the k-anonymity model to obscure the identities of patients. Additionally, sensitive numeric data, e.g., lab results are encrypted using homomorphic encryption. The k-value is optimized through cross-validation, balancing privacy and data utility. A value of k = 10 is selected based on the HIPAA compliance standards and empirical testing to maximize anonymity without degrading analytical accuracy. 

Step 2: Application of Differential Privacy

For each query on the dataset, e.g., the average lab test result for a specific diagnosis, noise is added to the results using the Laplace mechanism. The noise is calibrated based on the sensitivity of the query function and the selected privacy parameter ϵ. The privacy parameter ϵ varies between 0.1 and 1.0 during experimentation. An optimal value of ϵ = 0.5 provides a strong balance between maintaining privacy and preserving data utility, as verified through sensitivity analysis. 

Step 3: SMPC Protocol for Collaborative Computation

Multiple healthcare institutions collaboratively compute aggregate results, such as the average age of patients with a certain diagnosis, using the SMPC techniques. The data remain encrypted, and no institutions learn anything about the data of others. 

Step 4: Data Analysis

After ensuring privacy-preserving mechanisms are in place, machine learning models like random forests and logistic regression are trained on the encrypted data. The models predict patient outcomes, such as the likelihood of readmission and risks of complications, while respecting privacy constraints. 

Step 5: Sharing of Results

The final analytical results like the aggregated patient statistics are shared with the healthcare professionals in an anonymized form. The results provide valuable insights while ensuring individual data points remain protected. 

4 Results and Discussion

This paper outlined the applicability of privacy-preserving techniques to the MIMIC-III healthcare dataset. 

Different methods were examined with focuses on their protection of privacy, scalability, and the efforts required to operate. The findings under various scenarios were discussed to assess the value and practicality of the methods in real-world applications. 

4.1 Assessment Criteria

The assessment of data privacy and security techniques was conducted based on the following criteria: Privacy Guarantee: The effectiveness of each method to ensure the confidentiality of sensitive data, e.g., patient information. 

Computational Efficiency: The time and resources required for implementing the technique in real-time big data systems. 

Scalability: The ability of the technique to handle large datasets efficiently, particularly as the volume of data increases. 

Data Utility: The extent to which the technique preserves the usefulness of the data for analysis while protecting privacy. 

Compliance: The alignment of the technique with global privacy regulations such as the GDPR and CCPA. 
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4.2 Comparison of Privacy-Preserving Techniques Table 2 presents a comparison of traditional and advanced privacy-preserving techniques side by side. The table outlines the key traits of k-anonymity, differential privacy, homomorphic encryption and the SMPC, including their ability to scale, the amount of computation involved and their performance in ensuring privacy. 

Table 2. Comparative-analysis of privacy-preserving techniques Privacy

Computational

Utility of

Techniques

Scalability

Compliance

Guarantee

Overhead

Data

k-anonymity

Low

Low

Moderate

High

Moderate

Differential

High

Moderate

High

Moderate

High

Privacy

Homomorphic

High

Very High

Low

Low

High

Encryption

SMPC

High

High

High

High

High

4.3 Performance Analysis

Experiments were conducted on a 16-core Intel Xeon processor, 64 GB RAM, and a 10-node Hadoop cluster running Ubuntu 20.04 with Hadoop 3.3.1 and Spark 3.1.2. The environment ensured accurate benchmarking of all techniques. 

4.3.1 Privacy preservation

The findings showed that differential privacy provided the most significant level of privacy while maintaining the value of the data and keeping the analysis cost acceptable. Homomorphic encryption offers substantial protection of privacy though they spend significantly more time and efforts on performing the same tasks than other encryption methods. The SMPC offers a higher degree of privacy but its execution on a large scale is expensive. 

4.3.2 Computational overhead

The number of queries against the MIMIC-III dataset was processed by each method to check their computational load. Homomorphic encryption and the SMPC require more computing power compared to the more efficient k-anonymity and differential privacy. The latter are capable of performing quickly and can be applied in real-time analysis of big data. Sensitivity (∆f ) for each query was determined by calculating the maximum change that a single record could introduce. For example, when querying the average length of stay for patients with a specific diagnosis, 

∆f was calculated as the difference between the highest and lowest lengths of stay in the dataset for that diagnosis group, divided by the total number of patients in that group. 

4.3.3 Scalability and efficiency

Due to the ability to manage large amounts of data, differential privacy and the SMPC scale well in various distributed settings. Large applications could not use homomorphic encryption because it was too expensive to run. 

4.3.4 Data utility

K-anonymity outperformed other approaches in maintaining data utility, yet it still lacked robust safeguards against advanced attacks that can identify personal information. The use of differential privacy allowed the validity of data; however, the introduction of extra noise compromised some of its usefulness. Even though confidentiality were well protected by homomorphic encryption and the SMPC, they ended up skewing the data and posed challenges to the analysis. 

To support multiplication operations required for certain healthcare analytics, a hybrid approach was adopted by combining Paillier encryption with secret sharing techniques, thus enabling secure computation of ratios and multiplicative operations without compromising privacy. 

4.4 Visualization and Graphs

Figure 4 explicitly illustrates the balance between privacy and extra calculations required as recorded in each technique. Figure 5 shows the measurements for scalability and usefulness of data for the various subroutines. 

Y-axis: Privacy Guarantee (Low to High). 

X-axis: Computational Overhead (Low to High). 

Data Points: Each technique was represented by a point on the graph, showing its tradeoff between privacy and cost. 
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(Scores of Privacy Guarantee: Differential Privacy = 4.5, Homomorphic Encryption = 5.0, SMPC = 4.8, k-Anonymity = 2.0; Scores of Computational Cost: Differential Privacy = 2.0, Homomorphic Encryption = 5.0, SMPC = 4.0, k-Anonymity = 2.0)

Figure 4. Privacy vs. computational cost

Figure 5. Workflow diagram of the proposed entropy-weighted directional energy model for apple contour detection Y-axis: Data Utility (Low to High)

X-axis: Scalability (Low to High)

Data Points: Each technique was represented to demonstrate its scalability with large data volumes while maintaining utility. 

(Scores of Data Utility: k-Anonymity = 4.5, Differential Privacy = 4.0, Homomorphic Encryption = 3.5, SMPC =

3.8; Scores of Scalability: Differential Privacy = 4.5, SMPC = 4.0, Homomorphic Encryption = 2.5, k-Anonymity =

3.0). 

In real-world applications, differential privacy is best suited for low-latency scenarios such as real-time Electrocardiogram (ECG) monitoring, while the SMPC is highly effective for multi-institutional drug development requiring collaborative data analysis. Homomorphic encryption is more suitable for sensitive computations where security outweighs performance considerations. 
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5 Conclusions

It assessed and examined the different approaches to protecting privacy in big data analytics by studying applications of the MIMIC-III dataset in healthcare. Differential privacy was found to provide the highest level of privacy protection with a below-average processing cost. Homomorphic encryption offered excellent privacy protection with the highest score of five for privacy, but it was very costly to run and thus received the score of five for computational cost in this analysis. The SMPC could be used on a large scale, but it scored four for cost because it was computationally demanding. Using K-anonymity could ensure that the data remained useful but it only provided limited protection against attacks that can identify individuals, with ratings of two for privacy and two for computational overhead. 

Despite the encouraging results, the study highlighted some weaknesses, primarily in the computing power required for protection methods such as homomorphic encryption, as the power could prevent these methods from being used for broad real-time data analysis. Additionally, it was observed that ensuring complete privacy in differential privacy might result in a slight distortion of the data. 

Scientific work should aim to increase the efficiency of privacy-protecting approaches, such as homomorphic encryption and the SMPC, to be utilized in real-time big data analysis. There may also be opportunities to connect these techniques to a system that is more scalable and efficient. Besides healthcare, it is also essential to examine the applications of these approaches across various sectors and with different datasets to discover more about the privacy-preserving big data analytics. Future work should focus on accelerating these techniques through integrating Graphics Processing Unit (GPU) and Field Programmable Gate Array (FPGA) hardware, developing lightweight encryption algorithms, and optimizing the SMPC communication protocols to reduce computational and interaction overheads for large-scale healthcare datasets. 
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Abstract: Dealing with privacy and security becomes more complicated nowadays with the emergence of big data
era. Privacy, data value, and system efficiency should be managed using multiple solutions in current analytics. In
this paper, privacy-preserving techniques were selected and reviewed for big data analysis to reduce threats imposed
on healthcare data. Various security solutions, including k-anonymity, differential privacy, homomorphic encryption,
and secure multi-party computation (SMPC), were programmed and examined using the Medical Information Mart
for Intensive Care ITI (MIMIC-IIT) healthcare dataset. Assessments were conducted cautiously for each method of
data collection in respect of security, time required, capacity of handling large data sets, usefulness of the data, and
compliance with regulations. By using differential privacy, it was possible to maintain a balance between privacy
and utility by allocating additional resources to the program. The security of data was facilitated by homomorphic
encryption though it was not easy to operate and reduce the speed of computer systems. Moreover, achieving
scalability in the SMPC required a significant amount of computing power. Although k-anonymity enhanced data
utility, it was vulnerable to certain types of attacks. Protecting privacy in big data would limit the performance of
systems; for multiple copies of data, scientists can now utilize analytics, differential privacy, and the SMPC, which is
highly effective for analyzing private data. However, such approaches should be further optimized to handle real-time
processing in big data applications. Experimental evaluation showed that processing 10,000 patient records using
differential privacy took an average of 2.3 seconds per query and retained 92% of data utility, while homomorphic
encryption required 15.7 seconds per query with 88% utility retention. The SMPC achieved a high degree of privacy
with 12.5 seconds per query but slightly reduced scalability. As recommended in this study, the implementation of
privacy-focused solutions in big data could help researchers and companies establish appropriate privacy policies in
healthcare and other similar areas.

Keywords: Big data analytics; Data privacy; Differential privacy; Homomorphic encryption; Secure multi-party
computation (SMPC); Privacy-preserving

1 Introduction
1.1 Big Data Analytics: A Double-Edged Sword

Analytics based on massive datasets have significantly changed the healthcare, financial, marketing, and public
service industries. Big data, which stores a vast amount of structured, semi-structured, or unstructured information,
contribute to the availability of advanced analysis, forecasting, and informed decision-making. Relying on Hadoop,
Spark, and machine learning to analyze massive datasets enables companies to discover essential insights to inform
future solutions and compete in the market [1, 2]. Big data analytics in healthcare enable many individuals to receive
personalized care tailored to their needs [3].

Significant security and privacy issues could be caused by the emergence of big data; as data are diverse and in
large volumes, it is important to protect private information properly. Personally identifiable information, financial
records and medical documents are the kinds of information that hackers are interested in when they carry out data
breaches. These incidents can incur costs for companies, damage their reputation, and cause severe penalties for
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