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ABSTRACT 

Received: 24 January 2025 

Currently, weapons storage is conducted manually, employing multiple layers of security Revised: 12 March 2025 

systems  that  are  time-consuming.  This  system  exhibits  numerous  vulnerabilities  that Accepted: 20 March 2025 

jeopardize security in the oversight of weapons storage facilities. This research seeks to Available online: 31 March 2025

develop a weapon storage security system utilizing a soldier identity-based identifier and to document its usage through a web-based interface. This system incorporates the MFRC 

522 RFID sensor for identification, integrated with a drop-bolt lock, Arduino Uno Ethernet 

 Keywords: 

shield,  DC  buzzer,  relay  module,  DC  jack  module,  and  an  emergency  module,  all weapon rack, RFID, data logging, web-based connected  to  a  web-based  interface.  The  system  undergoes  testing  through  multiple technology, 

 real-time 

 system, 

 security, 

scenarios to evaluate response time and robustness. The test results indicate that this system locking system, soldiers 

operates  efficiently  and  enhances  response  time  during  the  laying  off  and  taking  off weapons, as well as data recording in real-time. The system identifies the key owner and exhibits a response time of 10 seconds, whereas the web interface records a response time of under 18.2 seconds during heavy usage. 

1. INTRODUCTION

The  procedure  has  notable  shortcomings,  including  a lengthy retrieval  time  for each weapon and the  potential for Weapons  security  is  essential  for  all  military  units, members  to  access  the  weapons  of  others.  The  individual encompassing both heavy and light weaponry. The misuse of responsible must conduct a physical verification of the user, firearms adversely affects society through injury, death, and which  is  inefficient  in  a  setting  with  numerous  users.  The heightened  criminal  activity.  The  misuse  of  firearms  by manual  system  lacks  the  capability  for  real-time  tracking of civilians can occur not only in the absence of a license but also cabinet access and the corresponding timestamps. An update when  individuals  possess  a  license.  Armory  represents  an to the storage and security system is necessary to address these initiative aimed at mitigating threats posed by both community issues. 

and military sources [1]. 

The  technology  that  can  be  applied  to  this  system  is  the The  armory  is  the  main  facility  for  receiving,  inspecting, system identifier. Many system identifiers can be used to solve storing  /  stockpiling,  and  maintaining  firearms  with  certain this problem. Examples are the use of fingerprints [2, 3], NFC 

requirements. In the Armory, there are procedures for taking 

[4,  5],  RFID  [6-8],  or  the  application  of  computer  vision and  returning  weapons  that  must  be  carried  out  by  each technology through cameras with various algorithms [9, 10]. 

member.  Currently,  the  procedures  for  retrieval,  return,  and Internet  of  Things  technology  can  also  be  integrated  with administration  are  still  carried  out  manually,  where  each system identifiers to display data on the interface of web-based member must take or return firearms by first reporting to the or  Android  devices  [11].  Identification  media  can  use  a warehouse, then proceed with the  retrieval  of weapons on a database system by utilizing the Laravel or MySQL platform rack locked with an iron chain. 

[12]. Thus, an integrated system identifier can be designed. 

Locking  systems  for  weapons  cabinets  are  essential  for Recognizing  the  physical  characteristics  of  soldiers  is ensuring the security, efficiency, and accessibility of defense crucial, as identity validation is both significant and specific. 

equipment,  particularly  within  military  institutions. 

The daily physical characteristics of soldiers render the use of Traditional security systems that rely on chains and padlocks fingerprint and facial biometrics impractical. Heavy physical as the main mechanical keys or manual locking exhibit notable activities  can  lead  to  facial  injuries  and  calloused  fingers, disadvantages,  including  security  vulnerabilities  associated complicating  identification  by  these  systems.  Consequently, with  the  potential  loss,  theft, or  misuse  of  mechanical  keys, the  implementation  of  RFID  is  more  suitable,  as  it  will  be which may pose significant security risks. Traditional systems integrated with a unique identification system that is securely struggle to identify unauthorized access or misuse. 

affixed as an identifier to the soldier unit. 
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The  proposed  research  aims  to  develop  a  web-based literature review, small-scale research, and the preparation of identification  system  utilizing  the  MFRC  522  sensor  as  an standardized  reports.  Requirement  analysis  involves  several RFID  to  enhance  the  efficiency  of  weapon  retrieval  in  the criteria pertaining to the urgency of product development and armory of an Army unit. The MFRC 522 sensor is employed the development process itself. 

due to its relevance to the physical and psychological factors This  phase  involved  an  analysis  of  the  physical that  inhibit  soldiers  from  utilizing  fingerprint  or  facial characteristics  of  soldiers  and  their  weapons  from  a recognition technologies. This research contributes positively technological  perspective.  This  is  because,  despite  the  rapid to the documentation of weapon use within the Army Armory's development of technology, not all recent innovations can be database  system,  which  will  incorporate  a  reporting  process directly implemented in the recommended system. 

and  historical  recording  through  a  web-based  Laravel The  identifier  module  involved  a  review  of  various implementation. 

technologies.  Several  technologies  are  available  to  be This system is anticipated to enhance the security of arms implemented  as  system  identifiers.  Fingerprint  technology storage  and  usage,  while  also  improving  the  efficiency  of serves as a prevalent system identifier, utilized in applications cabinet  locking  and  unlocking  processes,  thereby  reducing such as home security [14, 15], attendance tracking [16, 17], waiting times and minimizing human error. This system can mobile device access [18, 19], and vehicle ignition [20, 21]. 

manage real-time data and provide transparent information on Computer  vision  technology  in  face  recognition  employs weapon usage  in the  arsenal, thereby supporting operational various  algorithms,  including  3D  face  recognition  for and logistical functions in a safer and more controlled manner. 

customer identification [22, 23] and deep learning algorithms This paper is organized as follows. Section two outlines the for enhanced recognition accuracy [24, 25]. 

research methodologies employed and the design framework Both  technologies  engage  the  physical  presence  of  the for the proposed system in this study. Section three presents soldier.  Fingerprint  technology  utilizes  the  physical the  results and discussion of various scenarios derived from characteristics  of  soldiers'  fingers,  whereas  computer the conducted test results. Chapter four presents the research technology employs facial recognition systems [26]. Soldiers conclusions. 

engage  in  daily  activities  that  enhance  their  physical capabilities,  which  may  result  in  the  occurrence  of  injuries. 

 

Physical  activities  can  lead  to  injuries  and  thinning  of  the 2. RESEARCH AND METHODOLOGY 

fingerprint  layer  on  the  hands,  while  the  face  may  sustain injuries that result in permanent marks [27, 28]. Furthermore, 2.1 Research and development 

military  activities  necessitating  physical  alertness  and immediacy  cannot  effectively  utilize  the  aforementioned This  research  employs  a  modified  Research  and technologies  due  to  their  prolonged  response  times  in Development  method  tailored  to  meet  the  specific identifying  individuals  through  fingerprints  or  facial requirements of the  study [13]. This method is employed to recognition. 

generate  specific  products  and  evaluate  the  method's Meanwhile, RFID technology as seen in Figure 1 [29]. does effectiveness. This method consists of several steps: Research not involve the physical activities of soldiers. Compared to the and  Information  Collection,  Planning  and  Product two  technologies  previously  discussed,  radio  frequency Development,  Operational  Field  Testing,  Product  Analysis, identification  (RFID)  is  a  more  established  technology.  The and Conclusion. 

implementation  of  RFID  aligns  with  the  daily  operations  of The  research  commenced  with  the  identification  of  key soldiers and will be utilized on the identification plates worn issues in the conventional locking mechanisms of gun cabinets. 

by  soldiers.  The  decision  to  implement  RFID  technology  in A literature study on modern technology and unique identifier-this system was based on the information presented above. 

based  security  systems  was  conducted  through  the examination of various types of literature. A literature review is  conducted  on  the  locking  process  and  the  methods  of integration. 

During the planning and development stage of the product, the  hardware  design,  architecture,  and  locking  mechanism utilizing  a  drop-bolt  lock  are  executed,  alongside  the development  and  integration  of  web-based  applications  and user  recognition  algorithms  based  on  RFID.  At  this  stage, prototype development is conducted. 





During  the  operational  field  testing  phase,  prototypes Figure 1.  RFID MFRC 522 

undergo  early-stage  evaluations  to  verify  the  proper functioning  of  fundamental  features.  At  this  stage,  multiple The  weapon  solenoid  lock  examines  various  weapon scenarios  are  tested  to  evaluate  system  performance  and locking  systems  [6].  Numerous  factors  are  considered  when reliability.  During  the  analysis  stage,  the  test  results  are selecting  a  solenoid  lock  [30,  31].  Solenoids  are  employed examined  and  discussed,  leading  to  conclusions  in  the  final with  significant  physical  strength  to  deter  manipulation  and stage. This phase guarantees that the developed system is both tampering,  particularly  in  instances  where  resources  are safe and efficient, while also aligning with military operational constrained  [32].  Additionally,  it  is  essential  to  evaluate  the requirements. 

design and appropriateness concerning the weapon's size. The chosen solenoid is a rotary solenoid lock type as seen in Figure 2.2 Research and information collection 2. A horse lock type, characterized by an internal component 

 

that  rotates  upon  activation,  facilitating  the  locking  and The  initial  phase  encompasses  requirements  analysis,  a unlocking mechanism. This solenoid is designed to function 158

[image: Image 9]

[image: Image 10]

[image: Image 11]

with a fail-safe solenoid lock, ensuring that the system remains a DC jack module, an emergency module, and a drop-bolt lock. 

locked in the event of a power loss. 

The  identifier  module  contains  an  RFID  MFRC522,  which serves as a user identifier data repository that transmits data to the  Arduino  Ethernet  shield.  The  RFID  MFRC522  will activate the drop-bolt mechanism to either open or secure the system. 

The drop-bolt system is a solenoid utilized for locking the weapon. The module identifier system includes an emergency button  feature,  which  is  designed  for  use  in  emergency 

 

situations. This button is integrated with the power source and Figure 2.  Horse lock 

works to cut off the power supply during an emergency so that the lock can be opened. This can happen because of the use of The weapon employed is an assault rifle, with a weight of a normally open solenoid lock type, so that when the lock does 4kg and a barrel length of 449mm. The SS-1 V1 demonstrates not  get  a  power  source,  the  lock  will  open.  Commonly high accuracy at a range of 400cm. This weapon was selected encountered emergencies include mass security incidents such due to its prevalent use by the TNI and POLRI. The system is as riots, disasters, and wars. Activating the emergency module currently being developed specifically for this type of weapon. 

will  simultaneously  unlock  all  locks  associated  with  the The SS-1 V1 weapon is depicted as seen in Figure 3 below. 

weapon cabinet without requiring an identifier. 



The  subsequent  module  functions  as  a  monitoring component  derived  from  the  system  identifier,  intended  for display on the web server dashboard. This module will present weapon data and locking position data. 

Following  the  development  of  the  block  diagram,  the subsequent step involves analyzing the overall functionality of the system. Figure 5 below illustrates the flowchart. 

 



Figure 3.  RFID MFRC 522 



Additionally, an interface application is developed utilizing MySQL and Laravel on a web platform to finalize the system. 

The data obtained from the  Ethernet shield will be stored in the  PHP  MyAdmin  database  within  a  local  network.  The creation of web pages is enhanced through the utilization of Hypertext  Preprocessor  (PHP)  in  conjunction  with  Visual Studio Code. 



2.3 Planning and development product A research plan is formulated at this stage, encompassing the  planning  and  specification  of  the  product  design  to  be developed  (hypothetical  design).  Figure  4  illustrates  the current  stage  of  planning  and  product  design.  The  figure illustrates  that  the  system  comprises  two  modules:  the identifier module, which is integrated with the  weapon lock system.  The  second  module  is  the  dashboard  monitoring component. 







Figure 5.  Flowchart system 



The  figure  indicates  that  the  system  operates  effectively when  all  components  are  activated.  The  system  operates  by analyzing  the  occurring  situation.  In  an  emergency,  the battalion leader may activate the emergency button, resulting in  the  unlocking  of  all  drop-bolt  locks.  Under  normal conditions, the system utilizes RFID technology to unlock the weapon securely. The drop-bolt lock will not open if the RFID 



 

used is not identical. The reading results are transmitted to the Figure 4.  Diagram block system 

database, which subsequently updates the dashboard display on the web. 

The identifier module comprises an RFID MRFC522 sensor, The  status  indicator  section  utilizes  an  Arduino  Mega an Arduino Uno Ethernet shield, a DC buzzer, a relay module, microcontroller  to  receive  data  from  the  rack  through  I2C 
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communication. If the value meets the specified condition, the According to Figure 6, the response time for rack 1 (orange indicator light will illuminate accordingly. 

line) ranges from 0.5 to 1.5 seconds. The response time on rack Following the conception and development of the system, 1  demonstrates  consistency  and  low  variability,  with  no the  subsequent  stage  is  to  formulate  a  test  scenario  and substantial spikes or significant fluctuations observed across evaluate the system. 

30  experiments.  Rack  2  (green  line)  exhibits  a  relatively consistent  response  time,  ranging  from  1  to  2  seconds. 

2.4 Determine testing scenario 

However, minor spikes are observed in experiments 13 and 22, indicating that the response time of rack 2 is generally more The proposed system will now proceed to define the testing stable. The response time for transmitting rack data from rack scenario.  The  system  will  undergo  testing  across  multiple 1  and  rack  2  to  the  web  system  ranges  from  1  second  to  6 

scenarios  to  evaluate  its  performance  and  robustness.  The seconds,  attributed  to  the  variability  in  the  communication initial scenario involves evaluating the system's response time media delay parameter during data transmission. 

to  the  recognition  of  RFID  identifiers.  In  this  scenario,  two The subsequent test evaluates the response time associated racks will be tested concurrently for the laying off and take off with placing and retrieving the weapon from the weapon rack. 

weapons.  The  response  time  to  the  web  interface  is This test evaluates the response time of the solenoid that locks subsequently calculated. 

the weapon when the RFID is in place and the solenoid is in Additionally,  in  the  second  scenario,  the  system  will the open position. As seen in Figure 7, the graph indicates that evaluate  the  performance  of  the  solenoid  during  both the response time during layoffs ranges from a minimum of unlocking and locking operations. The system will undergo 30 

0.9 seconds to a maximum of 3.81 seconds. The response time cycles of locking and opening, after which the response time for  locking  the  weapon  ranges  from  1.23  seconds  to  5.1 

will be calculated. 

seconds. 

In  the  third  scenario,  the  system  will  test  a  series  of sequential  unlocking  and  locking  processes  to  calculate  the total time required to take the weapon and to return the weapon. 

This aims to calculate the total process time compared to the manual system. 

The fourth scenario involves calculating the processing time for weapon collecting or returning from the  initiation of the procedure for returning it until its return. This is incorporated into  the  response  time  for  data  transmission  to  the  web interface. 

The final scenario involves the total processing time when an extraordinary event occurs, specifically the activation of the 



 

emergency button and the corresponding response time on the Figure 7.  Test results of scenario 2 

web interface. 





The  response  time  of  the  rack  status  on  the  web  page  is illustrated in Figure 8. The figure illustrates a graph depicting 3. RESULT AND DISCUSSION 

web response time during periods of lock and unlock. The web response time during the layoff process exhibits a maximum 3.1 Result 

variation of 5.1 seconds and a minimum of 1.02 seconds. The system's consistency increases until trial 10 and stabilizes after The test evaluates the RFID response time for the weapon trials  17-18.  The  web  response  time  for  providing  weapon cabinet lock opening system. The success rate of response time retrieval  status  is  more  rapid  than  that  for  storing  weapons. 

will determine the effectiveness of RFIDs in recognizing and However, the response time during the retrieval process, while unlocking the solenoid lock of weapon cabinets. 

rapid, exhibits instability in delivery time. This results from The average response time of each tool used to unlock the network  disruptions,  communication  delays,  and  elevated cabinet  is  tested  to  evaluate  the  system's  performance  in server loads caused by multiple concurrent processes. 

unlocking the weapon cabinet. This test evaluates the response time of solenoid performance in relation to the response time for transmitting rack status to the website. 





 

Figure 8.  Test results of response status of scenario 2 



The total time required for the RFID tap procedure to take, store, and return weapons is illustrated in Figure 9. 



Figure 9 illustrates that the retrieval process on rack 1 and Figure 6.  Test results of scenario 1 

rack  2  exhibits  nearly  identical  total  response  times,  with 160
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minor variations observed at certain experimental points. The Furthermore, testing of the emergency button is conducted maximum response time on rack 1 is 9.5 seconds, whereas the to evaluate the response time of the unlock system within the minimum  response  time  is  3.62  seconds.  The  time  pattern proposed system, as well as the web interface's response to the exhibits stability within the range of 6 to 8 seconds across the rack  status.  The  system  underwent  30  tests,  with  the  results majority of experiments. 

presented in Figure 11. 



The graph presented illustrates two categories, with the blue line representing the response time required to open all racks through the emergency button. The orange line indicates the response  time  of  the  web  system  status  following  the activation  of  the  emergency  button.  The  response  time  for opening  all  racks  varies  between  0.7  and  1.3  seconds.  The response time for opening the rack is stable, indicating that the system demonstrates consistent and rapid performance when the emergency button is activated. 



The  response  time  for web status changes varies between 

 

2.3 seconds and 4 seconds. The response time for opening the Figure 9.  Test results of scenario 3 

rack  is  more  consistent  compared  to  the  greater  variation observed in the web state. The web status recorded a maximum In rack 2, the minimum response time is 4.03 seconds, while duration of 4 seconds across multiple consecutive experiments the  maximum  response  time  is  9.88  seconds.  The  response (23-26),  suggesting  a  possible  bottleneck  in  the  data time for rack 2 appears to be greater than the total  response transmission system to the server. 

time for rack 1. Rack 2 exhibits greater fluctuations than rack 1, suggesting that the storage process undergoes more frequent 3.2 iscussion 

variations.  This  may  result  from  challenges  in  the  weapon retrieval and storage system. The system experiences a delay This  study  presents  a  web-based  weapon  locking  system in  communication  between  the  control  system  and  the  rack utilizing RFID technology and locking solenoids. This system mechanism in the electronic component. 

offers  a  data  collection  solution  for  the  manual  tracking  of Figure 10 illustrates the total duration of the web delivery weapons  utilized  by  an  armory.  The  application  of  RFID  is process. The  response  time  for the  web to communicate the necessitated by the specific conditions of soldiers, where the status  between  shelves  is  comparable  to  the  processes  of use of images and biometric data is impractical. 

retrieving and storing weapons. The graph indicates that there This web-based weapon locking system is easy to operate. 

are only a limited number of points at which the web response Soldiers who will be on duty can take weapons according to times on shelf 1 and shelf 2 significantly differ. The maximum the weapons they have and are recorded on the web as a history total  response  time  for  shelf  1  is  18.2  seconds,  whereas  for of  weapon  use.  This  system  when  compared  to  the  manual shelf 2 it is 17.4 seconds. The minimum total response time for system  will  be  very  helpful  in  the  process  of  retrieving rack 1 is 8.67 seconds, while for rack 2 it is 8.94 seconds. 

weapons, which in the previous process still used verification of  Warehouse  guards  and  used  layered  keys  in  addition  to using padlock locks. The process of retrieving weapons also takes almost 2 minutes. Meanwhile, the process of retrieving weapons with this system only reaches 20 seconds. Thus, the system can contribute to the process of unlocking weapons and locking weapons. 

Additionally,  during  the  prior  procedure,  soldiers  were required  to  document  the  process  of  weapon  acquisition  for manual recording purposes. The duration for documenting and 

 

reporting weapon retrieval may extend to 20-30 seconds. The Figure 10.  Test results of response status of scenario 3 

proposed system integrates all components with the web-based recording process. 

The emergency button functioned effectively during testing. 

The  unlocking  response  time  of  the  rack  is  notably  rapid, averaging  under  one  second,  which  demonstrates  the efficiency of the local mechanism within the weapon's cabinet. 

The proposed system significantly enhances the efficiency of unlocking the weapon rack, reducing the time required from 2-3 minutes in manual methods during emergencies. The web status response time averages 3 seconds, suggesting a need for further optimization in communication with the web server. 

This  research  has  several  significant  implications,  both practical  and  theoretical,  in  the  context  of  military  and security-based  weapon  management.  The  implementation of 

 

RFID-based  identification  ensures  that  only  authorized Figure 11.  Test results of response status through emergency personnel  can  access  specific  weapons,  reducing  the  risk  of button 

unauthorized  use  and  enhancing  overall  security.  It  is enhancing  security  and  accountability.  The  automation  of 161

weapon  retrieval  and  return  reduces  wait  times  and efficacy  to  mitigate  minor  fluctuations  and  augment  system administrative  burdens,  leading  to  more  efficient  daily stability  and  performance.  Furthermore,  deep  learning operations  for  military  personnel,  it  is  improving  the capabilities  can  be  integrated  into  CCTV  monitoring  to operational  efficiency.  The  integration  of  the  emergency identify individual presence in the armory or to ascertain the button  facilitates  rapid  access  to  weapons  during  critical presence of ammunition in firearms. 
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Currently, weapons storage is conducted manually, employing multiple layers of security
systems that are time-consuming. This system exhibits numerous vulnerabilitics that
jeopardize sccurity in the oversight of weapons storage facilities. This research seeks to
develop a weapon storage seurity system utilizing a soldier identity-based identifier and
to document its usage through a web-based interface. This system incorporates the MFRC
522 RFID sensor for identification, integrated with a drop-bolt lock, Arduino Uno Ethernet
shield, DC buzzer, relay module, DC jack module, and an emergency module, all
connected to a web-based interface, The system undergoes festing through multiple
scenarios to evaluate response time and robustness. The test results indicate that this system
operates efficiently and enhances response time during the laying off and taking off
weapons, as well as data recording in real-time. The system identifies the key owner and
exhibits a response time of 10 seconds, whereas the web interface records a résponse time
of under 18.2 seconds during heavy usage.

1. INTRODUCTION

Weapons security is essential for all military units,
encompassing both heavy and light weaponry. The misuse of
firearms adversely affects society through injury, death, and
heightened criminal activity. The misuse of firearms by
civilians can occur not only in the absence of a license but also
when individuals possess a license. Armory represents an
initiative aimed at mitigating threats posed by both community
and military sources [1].

The armory is the main facility for receiving, inspecting,
storing / stockpiling, and maintaining firearms with certain
requirements. In the Armory, there are procedures for taking
and returning weapons that must be carried out by each
member. Currently, the procedures for retrieval, return, and
administration are still carried out manually, where each
member must take or return firearms by first reporting to the
warchouse, then proceed with the retrieval of weapons on a
rack locked with an iron chain.

Locking systems for weapons cabinets are essential for
ensuring the security, efficiency, and accessibility of defense
equipment, particularly ~ within  military  institutions.
Traditional security systems that rely on chains and padlocks
as the main mechanical keys or manual locking exhibit notable
disadvantages, including security vulnerabilities associated
with the potential loss, theft, or misuse of mechanical keys,
which may pose significant security risks. Traditional systems
struggle to identify unauthorized access or misuse.
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The procedure has notable shortcomings, including a
lengthy retrieval time for each weapon and the potential for
members to access the weapons of others. The individual
responsible must conduct a physical verification of the user,
which is inefficient in a setting with numerous users. The
manual system lacks the capability for real-time tracking of
cabinet access and the corresponding timestamps. An update
to the storage and security system is necessary to address these
issues.

The technology that can be applied to this system is the
system identifier. Many system identifiers can be used to solve
this problem. Examples are the use of fingerprints [2, 3], NFC
[4, 5], RFID [6-8], or the application of computer vision
technology through cameras with various algorithms [9, 10].
Internet of Things technology can also be integrated with
system identifiers to display data on the interface of web-based
or Android devices [11]. Identification media can use a
database system by utilizing the Laravel or MySQL platform
[12]. Thus, an integrated system identifier can be designed.

Recognizing the physical characteristics of soldiers is
crucial, as identity validation is both significant and specific.
The daily physical characteristics of soldiers render the use of
fingerprint and facial biometrics impractical. Heavy physical
activities can lead to facial injuries and calloused fingers,
complicating identification by these systems. Consequently,
the implementation of RFID is more suitable, as it will be
integrated with a unique identification system that is securely
affixed as an identifier to the soldier unit.
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