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in recent years, artificial intelligence (ai) has found numerous applications in medicine, energy, industry and various transport sectors, including rail and road. the use of ai for autonomous train operation is listed as one of the research challenges in the new master plan of the european railway Joint Undertaking (october 2021). nowadays, ai and machine learning (ml) algorithms are also widely used in connected self-driving cars (sdcs) for detection, classification and localization of objects on roads. naturally, the rail industry also wants to benefit from recent advances in sdcs. while the current level of safety on the railways is acceptable to society, mass deployment of sdcs is expected to significantly reduce the number of accidents caused by human driver behaviour. safety is thus currently a major challenge in the development of driverless cars. in contrast, various driverless automatic train operation (ato) systems supported by automatic train protection with guaranteed high safety integrity level (sil 4) have been introduced in the last decades, but mainly on segregated networks such as the metro. therefore, the aim of sdc technology transfer is to go beyond segregated lines and develop fully autonomous driverless trains for open rail networks. in this paper, a comparative analysis was used to show how the required safety is assured in automated driving of trains and cars. the results of the analysis describe the differences, intersections and synergies in these two different application areas, in particular in terms of the basic pillars of safety, the safety standards and regulations used, interoperability requirements, safety demonstration, certification and independent assessment. finally, the paper summarises how the rail experience in safety could be used to improve sdc safety, or conversely, how the ato could benefit from transferring the latest ai and ml technologies developed specifically for sdcs. 
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1 introdUction

railway is traditionally a very safe means of transport. this is because railway safety is based on conservative principles and railway stakeholders have many years of experience in building and operating various signalling systems. initially, it was mechanical and electro-mechanical signalling. the breakthrough in the development of railway signalling systems came with the invention of computers and the improvement of radio communication systems. 

these new technologies not only provided the increased protection against human error and technical system failures, but also enabled the introduction of various degrees of automation on the railway. in addition to higher safety, this has also made it possible to increase the efficiency of railway operations. these automatic systems, which include on-board and trackside equipment, integrate all vital and non-vital functions to ensure safe and dependable train operation. in many cases automatic train operation (ato) is driverless, especially on segregated rail networks such as the metro, commuter rails, airport lines or some heavy-haul lines. recent initiatives in various countries around the world to introduce automated and autonomous driverless trains into operation on open rail networks have become a major challenge [1]. for example, autonomous trains (with driver) were put into service on the s-bahn network in hamburg in 2021. 

the aim is to use artificial intelligence (ai) in combination with advanced sensors and powerful computers to increase punctuality of trains, track capacity (without laying new tracks), operational efficiency and reduce energy consumption. these are similar goals to 
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 Aleš Filip, Int. J. Transp. Dev. Integr., Vol. 6, No. 3 (2022) those set for road transport 25 years ago, when intelligent transport systems were intended to make better use of roads and highways without the need to build new ones. today efforts are focused on the use of machine learning (ml) algorithms and neural networks (nn) for autonomous vehicle control. the difference between an automatic/automated and an autonomous system depends on the degree of human intervention. an automated system performs tasks according to predefined rules, whereas an autonomous system can make independent decisions and react to a given operational situation. the term automated is also often used for systems that aim to achieve full or partial autonomy in the future. 

ai has also started to be used extensively in recent years in automated driving systems (adss) for self-driving cars (sdcs). the reason for the use of ai in sdcs is that ads must safely cope with millions and millions of different operational situations. classical deterministic systems with well-traceable algorithms whose behaviour are well-predictable and therefore safe cannot be used in ads. this is because deterministic systems usually have only a limited number of inputs at which their safe behaviour can be proven. 

the safety of sdcs is the number one requirement. ads with conditional or high driving automation (sae automation levels 3 and 4) make sense if it is at least as safe as human driving. today, adss can prevent many commonly occurring accidents, because the ads is not tired, sleepy, distracted, tipsy, etc. however, so-called edge cases (rare dangerous events) may also happen that ads cannot handle. this can be caused, e.g., by sudden changes in the operating environment, human misuse of the ads (incorrect takeover of driving), limited sensor performance under fault-free conditions, etc. for these and other reasons, the safety of the current adss does not reach the level of safety that a human driver can provide. liu 

et al. [2] showed that respondents to a recent survey expect future driverless cars to be four to five times safer than human-driven vehicles. it also means that sdcs should be safe as traveling by train or airplane. sdc safety will therefore need to improve in the coming years and railways should closely monitor the development of the latest ads technologies and look for ways to use them on the railway. 

in this paper, a comparative analysis was used to show how the required safety is assured in automated driving of trains and cars. the results of the analysis describe the differences, intersections and synergies in these two different application areas, in particular in terms of the basic pillars of safety, the safety standards and regulations used, interoperability requirements and safety demonstration. the focus of the paper is to compare railway and automotive safety concepts and standards in terms of autonomous driving, in order to understand where the advantages of railway safety lie, and which can be exploited when implementing autonomous driving. this in turn allows to identify some of the safety issues in automotive ads and to propose measures for them, which have been in use on the railways for years. 

this paper is organized as follows. section 2 summarizes the state of the art and objectives in the field of automated train operation. the pillars and components of system safety are described in section 3. section 4 discusses the use of ai for automated driving. the differences between rail and automotive safety standards and concepts are shown in section 5. the results from the comparative analysis are summarized in section 6. 

2  aUtomated operations on railway 

autonomous driving in land transport has been associated in recent years mainly with the rapid development of these technologies in automotive transport. however, it is often forgotten that highly automated vehicle control systems in rail transport are not new [1]. 

the first systems for ato combined with automatic train protection (atp) functionalities started to be used in the early 1970s on the barcelona and london underground. in the 
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following decades, ato systems with different grades of automation (goa) began to be used not only on segregated metro lines in other world cities, but also on open rail networks. 

it should be noted that the ato performs the functions of a driver, i.e. automatically drives trains through control of acceleration and braking while the atp ensures the basic safety of train travel, e.g., avoiding accidents or speeding. atp is a fail-safe subsystem, e.g., compliant with sil 4 that supervises ato [3]. 

the standard iec 62290 defines 5 grades of automation from goa0 to goa4 with following operational features: goa0 – on sight train operation under full driver responsibility, goa1 – non-automated train operation (atp with driver), goa2 – semi-automated train operation (atp and ato with driver), goa3 – driverless train operation with train attendant, and goa4 – unattended train operation. 

while the purpose of an ato with goa2 is to reduce energy consumption, goa3 and goa4 are designed to reduce overall costs. the goa2 semi-automatic system is based on traditional safety and train control principles, with the driver supervising the correct functioning of the ato. in a goa3 system, the train cannot operate safely without the staff member on board, which is responsible, e.g., for door closure. finally, in the goa4 system, trains can operate automatically in all circumstances, including door closure, obstacle detection and emergency situations. on-board personnel may be provided for other purposes, such as customer service, but are not required for safe operation. examples of the goa4 system on separated lines include the lille metro (1983), line 14 of the paris metro, the sydney metro (2019), as well as rio tinto’s mining rail network in western australia. 

however, autonomous train control on open rail networks is still a major challenge, as tasks such as sensing and perception of operational environment, obstacle detection, person detection, safe train position determination, fault detection on rolling stock and rail infrastructure, etc. need to be addressed. these and similar tasks have been solved by the automotive industry for many years, and therefore it is possible that technologies originally developed for sdcs could also be used for autonomous trains. 

railways have one major advantage over the automotive industry when introducing autonomous systems – namely they already have the required safety in place. current signalling systems can be used for this purpose, e.g., ertms/etcs (european railway traffic management system/european train control system) compliant with sil 4. individual autonomous applications using ai such as line-of-sight driving, obstacle detection, infrastructure inspection, etc. can be implemented on top of etcs. 

3  safety pillars and components 

the safety of systems in industry, energy, transport and other areas is generally achieved by means of safety measures (barriers), designed to prevent the occurrence of a hazardous event with consequent damage. these measures may be technical, operational or organizational [4]. 

technical measures are the physical means that must be used for a given application – e.g., the above-mentioned atp system. operational measures are actions and activities relating to the system operation, which tell what is to be done. this includes, e.g., control of a train or the operation of station interlocking equipment according to certain rules and procedures. 

however, the specification of activities alone is not sufficient. it needs to be determined who will carry out the activities. the locomotive is controlled by the driver, the signalling equipment is operated by the dispatcher, etc. this is the content of the organizational measures. 

importantly, activities performed within technical, operational and organizational measures are not independent of each other, but are intertwined. 
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 Aleš Filip, Int. J. Transp. Dev. Integr., Vol. 6, No. 3 (2022) in the context of the design and implementation of technical and operational measures to protect against hazards (e.g. on railways), it is also necessary to consider how safety systems will be operated. this is done firstly by following certain rules and procedures in cases where possible hazards are foreseeable (known), and secondly by managing safety by qualified human operators of the systems in cases where not all hazards are known. 

the part of safety that is achieved by best anticipating potential hazards and putting in place rules and means to manage them is called rule-based safety (s ). the goal of the s r

r

component is to avoid all foreseeable hazards and thus reduce the frequency of hazards. this is achieved through expertise, technical barriers, rules and procedures. the rules are usually implemented using sw programs in the technical system (e.g. atp) and are also used by human operators to operate the system. in addition to this, the professionalism and responsibility of the human operator itself is also important for the safe operation of the system – 

especially in cases where not all hazards and associated hazardous events can be anticipated. 

this component of safety is called managed safety (s ) and is based on the skill, experience, m

learning ability, training and adaptation of the human operators involved in managing the process and safety in real time. they identify the actual situation and react appropriately. the purpose of s  is to reduce the consequences of accidents. reducing the frequency of hazards m

and consequences of the accident by external measures is illustrated by the example of the risk model in figs. 7 and 8 in part 2 of en 50126:2017 [5]. 

the ratio between s  and s  components in the overall system safety depends on the appli-r

m

cation. some applications are more regulated, such as nuclear power, aerospace, etc., and therefore the s  component dominates over the s . on the other hand, in applications such r

m

as sea fishing or disaster medicine, the s  component dominates because many regulations m

would be a constraint to business or services. and which safety component will prevail in rail transport with automated control? the key to the answer is the operating environment. for transport systems operating in a closed environment, such as ato systems on metro lines, the operating environment is well known. the designers of these safety systems anticipate all possible hazards and dangerous events that could occur and design measures against them in the form of safety functions in the system and rules for operating the system. therefore, the s  component prevails. that is why these automatic traffic systems have been implemented r

in many cities, and with a high level of safety. in contrast, the operating environment on the open rail network is much more complex and not all operational situations and related hazardous events can be foreseen and therefore the share of the s  component will be higher. 

m

in the case of ato systems in harsh environments, the technical system will also have to provide this part of safety. it must trigger a safe response even when rules are not available. 

here one can see an analogy with sdcs in the rare dangerous operational situations that arise from so-called edge cases. 

4  artificial intelligence for cars and trains

the fundamental difference between the concept of safety in road and rail transport is as follows. the driver of a road vehicle can drive at any time, unless this is forbidden in any way, e.g. by a traffic sign or lights, by order of a traffic police officer, etc. in contrast, a train can only travel from point a to point b if it is allowed by technical system or dispatcher to do so – i.e. if it receives a movement authority (ma). 

in railway signalling systems up to the current ones based on computers and advanced communications, the rule-based safety component has always prevailed over the managed safety component (s ). this has been made possible by the relatively simple operating envi-m

ronment due to the reservation of a path by granting an ma for a given train. 
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4.1  reasons for using machine learning in self-driving cars the situation is completely different in road traffic, where the car driver is obliged to carry out all actions in accordance with the rules of the road and to consider all other road users (cars, pedestrians, cyclists) and weather and other conditions (e.g., obstacles, children or animals on the road). the driver uses his/her senses when driving, and of course uses his/her own experience where rules are missing. 

if the human driver is to be replaced by an automated driving system (ads), then the ads must cope with millions and millions of different operational situations due to the complex operating environment. it is obvious that driving a car with such a huge number of different operational situations cannot be implemented in the form of rules, and therefore the use of ai, different ml software, models and algorithms, e.g., deep nn, have been adopted in the field of ads. 

ml algorithms perform two basic tasks: (1) they process the huge amount of previously recorded data from the car’s sensors (e.g. cameras, ultrasonic sensors, gnss, radar, lidar) or data simulators and use these to teach the computer (ml model) with the intention of doing things or learning things as a human driver can and (2) based on prior learning and sensor data acquired in real traffic, they detect, classify, and locate objects in the car’s surroundings under all possible traffic situations on the road, as needed for automated driving purposes. 

in the last 15 years, ml and nn have found applications in many areas such as medical diagnosis, nuclear energy, industrial production and are also extensively used in a wide range of advanced driver assistance systems (adas) with sae level 2 and adss with level 3 or higher from different car manufacturers. the question is whether ml can actually replace traditional computer vision algorithms and whether ml models have sufficient potential to ensure the required ads safety. 

4.2  current limits of ml models for safety applications at present, one thing is certain – ads does not provide the level of safety that the average human driver is capable of. therefore, in certain traffic situations that ads cannot cope with, it is necessary for a human driver to take over the control of the car from the ads for a certain time interval or to supervise the correct functioning of the ads to ensure the safe vehicle state in case of danger – e.g. to stop it. ml technologies, and nn in particular, can learn to recognize patterns, such as facial expressions indicating fatigue or inattention, and so can be used to monitor the human driver for when the driver should take over control of the vehicle from the ads. driver monitoring therefore contributes significantly to the safety of sdcs. 

the relatively frequent reports coming from various countries of serious accidents caused by ads failures are indicative of the safety problems of sdcs. what are the main causes? 

disengagement accidents which are related to the incorrect handover of vehicle control to a human driver represent a major problem of sdcs. incorrect outputs from the perception algorithms (e.g. missed detected or wrongly classified objects or traffic signs) have been a major cause of disengagement incidents in sdcs. 

the development of classical safety systems essentially involves three basic steps: specifying the system requirements, developing the system (using rules), and proving that the system meets the requirements. traditional rule-based algorithms are predictable. there are written according to complete specifications. the computer expert developing the sw specifies the key parameters that are needed for decision making. in an algorithm, it is possible to trace the path from input to output and understand all the operations and decisions behind a given 
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ml models in sdcs are different. they learn to detect and classify objects from the vast amount of sensor data acquired in the car – corresponding to millions of real traffic situations and billions of simulated situations. the ml model can only make decisions of the quality of the data that the ml model learns with. although nns are powerful methods for performing complex tasks compared to humans, they are extremely sensitive to natural noise and to small errors in the test data. 

on the other hand, a huge advantage of the ml model is that, unlike the traditional safety, no rules or algorithms defined from requirements are needed. for this reason, the ml model must be considered a black box – it is not possible to trace back from the result at the output of the ml model where the error occurred. this is because the result does not depend on one input, but on all previous inputs to the nn. therefore, we need to understand how the nn can fail and quantify that failure. without this, it is impossible to talk seriously about nn applications in safety systems such as sdcs. in addition, ml models must be developed in an application environment (sw) that has been certified for safety systems development. 

and last of the main issues at the end. the accuracy (certainty) of object classification is usually around 90%, and for well-trained nns, even 97% accuracy can be achieved. even if the uncertainty of nn decision making in a car would be about one order of magnitude lower (e.g., 0.1%), the sdc would still be a dangerous machine. to achieve higher safety, data from several different sensors can be combined and independent diagnostics (safety monitor) can be used, which on the other hand considerably limits the much-desired flexibility that ml models provide. the applicability of ai in transport safety systems in terms of safety standards is discussed in the following section. 

5  safety standards for aUtomated driving

5.1  iec 61508

iec 61508 [6] is a basic functional safety standard applicable to safety-related systems in all industries that incorporate electrical and/or electronic and/or programmable electronic (e/e/pe) devices. it is also the parent standard that has been used to create application-specific safety standards such as en 5012x [5,7,8] for railways, iso 26262 [9] for automobiles, iec 61511 for a process industry, etc. 

the fundamental safety concept according to iec 61508 is that any safety-related system must work correctly or fail in a predictable (safe) way. this safety standard specifically covers hazards that occur when safety functions fail. the main objective of iec 61508 is therefore to reduce the risk associated with a hazardous failure to an acceptable level. iec 61508 is built on two fundamental pillars: (i) the safety lifecycle intended to reduce or eliminate failures due to systematic causes during system development and operation and (ii) the probabilistic failure approach to address dangerous random hw failures via safety integrity levels (sils). 

this concept is strengthened by the fact that the system must be developed, validated and assessed according to specific requirements which result from the hazard identification and risk analysis. iec 61508, on the other hand, does not cover in detail the effects of human factors on safety during operation as this goes beyond functional safety. 

predictable behaviour of the system can be achieved in case of both systematic and random failures. systematic failure is related in a deterministic way to a certain cause, which can only be eliminated by a modification of the design (rules) or of the way the manufacturing process, 
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operational procedures, documentation or other relevant factors. in case of random failures, the required predictability of the system can be achieved through probabilistic description of the system behaviour. deterministic means that each event or state is the result of previous events on the principle of causality and fixed rules. causality and rules are necessary for the predictable behaviour of a system in the event of its failure. 

the advantage of ai-based systems for automated driving is their great flexibility, as they can handle tasks involving a huge number of traffic situations using big-data from the car’s sensors and learning, without specifying rules for the system’s behaviour. however, the absence of rules (probabilistic model description) is on the other hand a major problem for safety assessment of systems based on. iec 61508 does not recommend the use of ai in systems for fault correction at sil 2 and above – see table a.2 in iec 61508-3 and §3.9 in iec 61508-7. nor does this standard take any position for ai applications according to sil 1. without a sufficiently described statistical model used by the ai application, it will not be possible to meet the basic safety concept of iec 61508, which is based on the predictable behaviour of the system in the event of a fault. 

5.2  railway safety standards

the basic framework for ensuring the safety and dependability of railway systems is defined in en 50126 [5] on the specification and demonstration of rams (reliability, availability, maintainability and safety). en 50126 considers the railway system in a given physical and operational environment, i.e., including human operators, as well as the factors that influence the railway rams – in particular the technical system and the operational and maintenance conditions. the standard specifies in detail the different phases of the system life cycle, i.e. 

including the role of the human factor in them, and also prescribes methods for managing the rams within the system life cycle. safety shall be demonstrated by means of safety case and independent third-party assessment. the basic framework defined through rams can be imagined as an umbrella (fig. 1) under which a safety-related system is subsequently developed and implemented according to the downstream standards en 50129 [8] (safety-related system), en 50 128 [7] (software for safety-related system) and others. 

a safety case and its independent assessment alone is still not enough to ensure safety on european railways. technical interoperability must also be ensured (fig. 1). in the case of ertms, e.g., this means that one manufacturer’s on-board equipment works correctly with another manufacturer’s track-side equipment. therefore, certification according to the technical specifications for interoperability (tsis) must be carried out. but even this may not be enough to ensure safety. in the case of a significant change in the railway system from a safety point of view, the so-called common safety method for risk evaluation and assessment (csm-ra) according to the regulation (eU) 402/2013 [10], which harmonises the risk assessment process and safety requirements, must be applied. the safety concept of en 50129, as well as iec 61508, is based on the predictable (safe) behaviour of the system in the event of a failure. a causal analysis, i.e. an analysis of the reasons how and why a particular hazard can come into existence, is therefore important part of hazard analysis. 

a safety-relevant system is designed for a specific operating environment and therefore the rules for its operation and maintenance as well as external influences (such as climatic, mechanical, electrical, it-security, etc.) must be clearly defined. the conditions, rules and constraints for the design, manufacture, installation, operation and maintenance of the system (ensuring functional safety) and the way to verify them shall be contained in the document 

‘safety-related application conditions (sracs)’ according to en 50129. the safety and 

[image: Image 1]
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reliability of system operation with external influences shall be demonstrated in the document ‘operation with external influences (oweis)’. both documents are part of the safety demonstration. the safety case is valid only within the specified range of external influences, as defined in the system requirements specification. 

according to en 5012x and iec 61508, the cause of a failure due to the operational environment is a systematic fault in the system design. in contrast to the automotive iso 26262, any malfunction of the intended functionality of an automotive system due to complex operating environment or gaps in the requirement specifications, is out of scope of iso 26262 

(functional safety) and should be covered by the standard iso/pas 21448 (sotif) [11], as it is shown below. en 5012x similarly as iec 61508 does not recommend using ai as a tech-nique for fault correction for any sils – see table a.3 and section d.1 in en 50128. 

5.3  automotive safety standards 

5.3.1  iso 26262, iso/pas 21448 (sotif) and Ul 4600 

a safe ads means that all hazards associated with ads operation are fully under control using safety functions with the required safety integrity. the basic functional safety standard used for development and safety demonstration of ads is iso 26262. it is an adaptation of the iec 61508 functional safety standard for automotive electrical/electronic (e/e) systems. 

iso 26262 aims to eliminate potential hazards caused by malfunctioning e/e systems in vehicle. malfunctioning behaviour of the system is caused by a failure or unintended behaviour of the system with respect to the intended design. risk of hazardous operational situations is qualitatively assessed by means of automotive safety integrity levels. safety measures are defined to avoid or control systematic faults and to detect or control random hardware failures or mitigate their effects. 

iso 26262 covers functional safety of automotive e/e equipment in the event of hw failures and sw faults throughout the life cycle equipment. however, this standard does not apply to vehicle safety in the absence of e/e equipment failure, e.g., in the event of ads malfunction due to human driver error or unforeseen changes in a complex operating environment. this has led the automotive industry to start addressing hazardous behaviour of systems caused by insufficiencies in the system design and limitations in system performance. 
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therefore, the iso/pas 21448 standard [11] was developed and is referred to as sotif (safety of the intended functionality). the purpose of sotif is to mitigate: (1) risk due to unexpected operating conditions including incorrect user (human driver) behaviour and (2) insufficiencies in requirements specifications. this standard focuses mainly on design guidelines and procedures for validation and verification (v&v) to reduce the residual risk associated with hazards under fault-free (but not error-free) conditions. safety issues are then resolved by functional modifications. 

the system safety according to iec 61508 or en 5012x is based on the fact that the behaviour of the system in the event of a failure is predictable. however, this is not the case for ml algorithms, which are considered a black box, because by the nature of ml it is not easy to know what is going on inside. ml for ads purposes is still under research and there is no technical solution for which the required (high) safety can be demonstrated. sotif is mainly aimed at reducing risks in cases referred to as unknown/unsafe. Unknown means a hardly anticipated operational situation and unsafe means the presence of hazards in the system due to limitations of the intended functionality under fault-free conditions. 

iso 26262 and iso/pas 21448 prescribe how to design, verify and validate a safety system. important part of safety demonstration is safety case development and its assessment by an independent third party. more detailed information on v&v and safety case development can be found in the Us national standard Ul 4600 (evaluation of autonomous products) [12], which prescribes in particular what the safety case for autonomous products 

should focus on and how the safety case should be assessed. Ul 4600 is based on previous automotive standards iso 26262 and iso/pas 21448 and is intended for autonomous driving with sae levels from 3 to 5. Ul 4600 does not prescribe which technologies or architectures should be used (although it considers the use of ml to be very promising), but on the other hand it does require that the safety case must convincingly argue for the safety claims of the ads, especially based on analysis, simulation, laboratory testing and testing on public roads. 

5.3.2  iso/tr 4804

a function mitigating risk can be considered safe if iso 26262 (functional safety) and iso/

pas 21448 (sotif) standards are applied. however, vehicles cannot be in a safe state without secure operation. to cover the whole area of ads safety, a technical report iso/tr 4804 

(road vehicles – safety and cybersecurity for automated driving systems – design, verification and validation) was developed [13]. the intention of iso/tr 4804 is to put together standards iso 26262 (functional safety), iso/pas 21448 (sotif) and iso sae 21434 (cyber security) under one risk-based approach. it considers safety and cyber security by design, as well as verification and validation methods for ads with sae levels 3–4. 

6  synergies between road and rail transport

safety is the most important quality attribute of transport systems. therefore, possible synergies in the development of ato and ads should be discussed primarily in relation to this attribute. while rail and air transport are among the safest modes of transport, the safety of ads does not currently reach the safety of the average human driver. it is thus natural to discuss how the railways’ long experience in safety could be used to improve sdc safety, or conversely, how the railways could benefit from the transfer of the latest ai and ml technologies that have been developed specifically for sdc. 

as a first example of the use of synergies between road and rail, we can briefly mention the procedure for estimating a harmonised safety target for self-driving vehicles, which 
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 Aleš Filip, Int. J. Transp. Dev. Integr., Vol. 6, No. 3 (2022) was developed in the framework of the positrans and helmet projects [14]. harmonised safety targets exist for aviation or rail, but none for sdc. such a broadly acceptable safety target could e.g., outline which level of safety is really needed for sdcs and for this seek appropriate procedures for proving safety. the setting of a safety target could, e.g., be based on the results of a public survey that found sdcs to be as safe as train or air travel [2]. this corresponds to a fatality risk of about 3e-8 deaths/h [15]. Using road accident statistics, this 

fatality risk can be converted into a probability of dangerous failure for a single car. now, to harmonise the resulting safety target, a railway common safety method – design targets (csm-dt) can be used [16] . the design targets (dt) represent harmonised safety requirements for the technical system and is fully consistent with the aeronautical safety target levels. if a very small number of persons are affected by an accident and there is one fatality, which is the case for an average fatal car accident, then the dt for a sdc corresponds to 1e-7 

dangerous failures per 1 h [14]. 

a major advantage of railway communications-based safety-related systems is that the required safety integrity level of technical systems (sil 4) has already been achieved – e.g. in the form of interoperable ertms/etcs. autonomous train operation (ato goa 3 and 4) on open rail networks can be built as a superstructure on top of etcs. ato with goa3 and goa4 requires track obstacle detection functionality. this and additional functionalities supporting autonomous train operation, such as track environment perception, person detection, supervision of passenger boarding and getting-out, train localization, remote/driverless driving at low speed at depos, punctuality of driving etc. are intended to be solved using ai and ml algorithms. 

when ai is to be used for safety-related applications, it must be demonstrated that these applications are safe and meet the required safety standards. Until now, safety systems with predictable failure behaviour in the sense of en 5012x and iec 61508 have been used on the railway. similarly, the behaviour of an ai system must be predictable in a statistical sense. 

here we are not dealing with deterministic behaviour but with statistically predictable behaviour. it means that there are measures against systematic failures (based on causality rules) and measures against random failures by describing a statistical model using rules. 

ai learns from large amounts of sensor data and makes decisions based on this learning. 

from this perspective, ai algorithms are considered a black box because we often do not know what’s going on inside. therefore, a correct statistical model of ai algorithms is needed to generate data regarding the process control based on known rules. introducing causality into an ai-based statistical model would then enable safety analysis. 

the safety standards used in rail transport are generic, not technologically oriented. en 50126 defines the basic framework for specifying and demonstrating safety and reliability in the sense of rams. the influence of the human factor (e.g., the operator) on the safety and dependability of the whole railway system is considered at each stage of the life cycle. en 50126 is subsequently followed by en 50129 and en 50128, which are used to implement the safety-relevant system (fig. 1). 

the process of developing automotive safety standards was different. the 1st edition of iso 26262 was released in 2010 and the 2nd edition in 2018. however, it covers functional safety, i.e., only part of the overall safety. in iso 26262, very limited attention is paid to the user’s influence on system safety. in the use of sdcs, human misuse of the ads system, as well as difficult-to-predict changes in the physical and operational environment, has proven to be one of the common causes of accidents. therefore, iso/pas 21448 (sotif) was released in 2019 as a complement to iso 26262 to address the above missing points in iso 26262. 
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finally, iso/tr 4804 on safety and cybersecurity for ads was released in 2020, which ties together iso 26262, iso/pas 21448 and iso sae 21434. iso/tr 4804 defines a safe and secure function, which means a dependable function. dependability as defined in iso/

tr 4804 includes reliability, availability, maintainability, safety and security (ramss). 

this differs from en 50126, where dependability includes only ram attributes. 

the automotive safety standards are technology-oriented, as e.g., the purpose of sotif is also to support the use of ml algorithms for ads purposes. however, as mentioned, ml algorithms cannot yet be used for safety applications on railways because their behaviour is not predictable. 

if the safety function needs to achieve the required safety integrity, information from two or more independent sources is combined – e.g., within a one-out-of-two (1oo2) or two-out-of-two (2oo2) architecture. iec 61508 states that the 1oo2 architecture is intended for safety integrity and the 2oo2 for availability. in contrast, railway standard en 50129 says that 2oo2 

is used for integrity and 1oo2 for availability – i.e., the opposite statement. in the literature on functional safety in the automotive industry, the difference between the two architectures is often not stated. recently, it was explained [17] that the main distinguishing features are the 

reference diagnostic for the 1oo2 and the external comparator for the 2oo2. 

the last example of synergy given in this section concerns cross-acceptance and certification of the egnos satellite navigation system used for safe vehicle location in land transport 

– in particular for ertms and sdcs. egnos has been designed for safety operations in air transport and therefore the egnos safety case developed for aviation cannot be used to certify an egnos-based ertms according to en 50129. it has been suggested that egnos could be cross-accepted for ertms via ’pre-existing’ item in the sense of iec 61508 and en 

50129 standards [18]. all essential information on egnos and its integration into ertms would be contained in the egnos safety manual. it is a guidance for designers and system integrators. it is envisaged that egnos could also be reused for sdcs, e.g., as a ‘proven in use argument’ according to iso 26262. the reuse of egnos creates scope for collaboration between rail and automotive sectors. 

7  conclUsions

recent advances in autonomous driving are usually associated with the development of these technologies in automotive transport. and it is often forgotten that the first automated vehicle control systems in rail transport were put into operation on segregated lines half a century ago. today, the focus of rail research is on ato systems with a high grade of automation (goa3 and goa4) to ensure autonomous operation on open rail networks. the aim of ato as a superstructure over atp is to increase the efficiency of operations. in contrast, the goal of automotive ads is to increase sdc safety, as it does not currently achieve the safety of the average human driver. the key technologies used by automotive ads are based on ai, ml algorithms, advanced sensing and environment perception. 

the paper suggests how e.g., the rail expertise in safety can be used to specify a harmonised safety target for sdcs or how the rail and automotive industry could work together on cross-acceptance and certification of the egnos satellite navigation system for safe vehicle location. further, the main differences between railway and automotive safety standards were presented and the discrepancies between the 1oo2 and 2oo2 architectures according to iec 61508 and en 50129 were explained. the automotive sotif concept could also be very useful for ato development based on ai and ml. 
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 Aleš Filip, Int. J. Transp. Dev. Integr., Vol. 6, No. 3 (2022) however, it should not be forgotten that current ml models do not yet allow to generate data according to known rules. the behaviour of such ml models is not predictable and therefore it is not possible to perform a safety analysis and demonstrate safety in the sense of en 5012x standards. developments in this area need to be further monitored. 
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SYNERGIES BETWEEN ROAD AND RAIL TRANSPORT IN
THE DEVELOPMENT OF SAFE SELF-DRIVING VEHICLES

ALES FILIP
Faculty of Electrical Engineering and Informatics, University of Pardubice, Czech Republic

ABSTRACT

In recent years, artificial intelligence (AI) has found numerous applications in medicine, energy, indus-
try and various transport sectors, including rail and road. The use of Al for autonomous train opera-
tion is listed as one of the research challenges in the new Master Plan of the European Railway Joint
Undertaking (October 2021). Nowadays, Al and machine learning (ML) algorithms are also widely
used in connected self-driving cars (SDCs) for detection, classification and localization of objects on
roads. Naturally, the rail industry also wants to benefit from recent advances in SDCs. While the cur-
rent level of safety on the railways is acceptable to society, mass deployment of SDCs is expected to
significantly reduce the number of accidents caused by human driver behaviour. Safety is thus currently
a major challenge in the development of driverless cars. In contrast, various driverless automatic train
operation (ATO) systems supported by automatic train protection with guaranteed high safety integrity
level (SIL 4) have been introduced in the last decades, but mainly on segregated networks such as the
‘metro. Therefore, the aim of SDC technology transfer is to go beyond segregated lines and develop
fully autonomous driverless trains for open rail networks. In this paper, a comparative analysis was used
to show how the required safety is assured in automated driving of trains and cars. The results of the
analysis describe the differences, intersections and synergies in these two different application areas,
in particular in terms of the basic pillars of safety, the safety standards and regulations used, interoper-
ability requirements, safety demonstration, certification and independent assessment. Finally, the paper
summarises how the rail experience in safety could be used to improve SDC safety, or conversely, how
the ATO could benefit from transferring the latest Al and ML technologies developed specifically for
SDCs.

Keywords: automatic train operation, autonomous vehicles, machine learning, self-driving cars.

1 INTRODUCTION

Railway is traditionally a very safe means of transport. This is because railway safety is
based on conservative principles and railway stakeholders have many years of experience in
building and operating various signalling systems. Initially, it was mechanical and electro-
mechanical signalling. The breakthrough in the development of railway signalling systems
came with the invention of computers and the improvement of radio communication systems.
These new technologies not only provided the increased protection against human error and
technical system failures, but also enabled the introduction of various degrees of automa-
tion on the railway. In addition to higher safety, this has also made it possible to increase
the efficiency of railway operations. These automatic systems, which include on-board and
trackside equipment, integrate all vital and non-vital functions to ensure safe and dependable
train operation. In many cases automatic train operation (ATO) is driverless, especially on
segregated rail networks such as the metro, commuter rails, airport lines or some heavy-haul
lines. Recent initiatives in various countries around the world to introduce automated and
autonomous driverless trains into operation on open rail networks have become a major chal-
lenge [1]. For example, autonomous trains (with driver) were put into service on the S-Bahn
network in Hamburg in 2021.

The aim is to use artificial intelligence (AI) in combination with advanced sensors and
powerful computers to increase punctuality of trains, track capacity (without laying new
tracks), operational efficiency and reduce energy consumption. These are similar goals to
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