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Abstract 

The severe impacts of the CrowdStrike outage on the world economy and national  critical services, e.g., banking, healthcare, and airports, invoked the urgent need to decrease governmental dependence on foreign tech companies to store and  manage  national  data.  An  ef ective  alternative  to  this  approach  is  data  localisation.  The  lat er  includes  the  physical placement of data infrastructure within the state’s territory or imposing ultimate national control over data stored in a server located abroad, along with relevant managing software. The research points out the prominence of data localisation to protect national data, and the functionality of services depending on this data, against technical failures that cause outages. In this endeavour, the research reviews the concepts of territoriality and localisation of cyberspace, along with shedding light on the CrowdStrike outage and explaining its reasons and consequences. Then, it introduces a justification for the validity of data localisation for preventing outages' negative impacts and protecting national data. 
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Introduction

The dominance of cyberspace-based information exchange systems qualified data routing and managing 

systems to be crucial to states’ national informational systems. They have dominated the critical services a state presents,  e.g.,  air  transport,  banking  and  finance,  and  healthcare,  to  its  citizenry  and  foreign  residents.  It  is witnessed these days that several states depend ultimately on tech companies to administer and store national data  systems  through  the  powerful  infrastructural  capabilities  of  these  entities.  States  are  motivated  in  their approach  by  the  global  technological  enthusiasm  for  borderless  cyberspace  with  free-flow  data  systems. 

Consequently, national data become located within a foreign territory preventing the actual control of a state over national data. This status ties the functionality of national services, operated by these data, with the integrity and operationality of the infrastructure controlled by foreign companies. 

The noted state-of-the-art poses a severe challenge to states concerning maintaining the functionality of their critical services because failures or outages of the storing devices or software inflict direct impacts on the state that owns the data stored therein. The CrowdStrike global outage, which occurred on 19 July 2024, introduced a complete manifestation of the mentioned consequence as a single failure of a software update has inflicted notable damage on global critical national services which fundamentally depend on this software for protection. On this day,  the  world  witnessed  grave  negative  impacts  that  motivated  governments  to  reconsider  their  ultimate dependence  on  tech  companies  in  addition  to  the  criticality  of  the  affected  data  by  the  outage.  Indeed,  the CrowdStrike global outage of cyberspace services alarmed the bell to reconsider the topography of cyberspace regarding  the  question  of  data  localisation.  The  nationalist  motivation  for  the  latter  compels  states  to  initiate strategies to place cyberspace infrastructure within their territory or impose ultimate control over data stored in a server located abroad. Thus, data localisation has become of utmost importance to national security and states have focused on this aspect because of the indispensability of data protection policies. 
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Accordingly, the research highlights the importance of national data localisation strategies as a preventive measure from the severe impacts of technical cyberspace outages, caused by foreign technical failures. To achieve its objective, the research reviews the concept of territoriality in cyberspace and its nexus to data localisation, then it offers a brief on the CrowdStrike outage and its grave impacts on the global economy and critical services. 

Afterward, the study figures out the preventive contribution of data localisation to protecting the integrity of national data and, therefore, maintaining the functionality of national critical services.  

1.  Territorialization and Localisation: A Tight Correlation  

Determining the boundaries of a state’s territory is the starting line for a government to enforce its policies and regulations. The demarcation of geographic states’ territories in the real world is direct by utilizing consensual borders ‘drawing mechanisms as affirmed in International Law. Nevertheless, in the digital realm, where physical borders and geographic landmarks disappear, determining a national territory of a state proves problematic and it is  illogical  to  impose  policies,  such  as  localisation,  without  determining  their  territorial  scope  of  application. 

Therefore, the study explores the applicability of the territorial perspectives in cyberspace to scavenge their nexus to domestic data localisation strategies. 

Territoriality in Cyberspace 

The territorialization of cyberspace refers to the process of applying traditional territorial concepts to the digital realm. This process involves states and other actors asserting control and sovereignty over specific parts of cyberspace similar to their physical territories. It is driven by the assumption that online activities that occur within a country, due to the presence of users, servers, or data, should be considered part of that country's cyberspace territory. 

Although scholars and technicians consider cyberspace a common global open space, the  de facto  states’ 

practice over data exchanged within, in addition to the physical architecture of cyberspace, reflects a manifestation of territorial sovereignty (von Heinegg, 2013, p. 126). He claimed that the technical hardship to impose the state’s policies in cyberspace does not waive its sovereign exclusive authorities over the national cyber territory. Thus, a state  is  eligible  to  implement  the  required  measures  to  defend  its  cyber  territory.  Territorial  sovereignty  in cyberspace  does  not  necessarily  imply  that  the  traditional  rules  and  principles  of  international  law  apply  to cyberspace in their conventional interpretation. Due to the unique nature of cyberspace and  the vulnerability of cyber  infrastructure,  there  is  significant  uncertainty  among  governments  and  legal  scholars  about  whether traditional rules and principles are adequate to address certain pressing concerns (von Heinegg, 2013, p. 127). As a consequence of his view, he asserted the applicability of International Law principles organizing the territorial relations among states, e.g., sovereignty respect and the duty of prevention, to cyberspace (von Heinegg, 2013, pp.  134-138;  Zinovieva,  2024,  p.  194).  Thus,  territoriality  in  cyberspace  is  not  fictitious  but  it  constitutes  an outstanding reality. This accords with the UN Expert Group doctrine reviewed in Zinovieva (2024, p. 191). States’ 

practice of authority in cyberspace asserts the applicability of the territorial sovereignty notion in the digital realm. 

Even states that contradict this doctrine, because of liberal considerations, tend to manage data flows to achieve national security objectives (Zinovieva, 2024, p.  192), which  constituted a   de facto   representation of territorial sovereignty in cyberspace, regardless of the  prima facie  allegations of maintaining a liberal Internet environment. 

Furthermore, Simmons and Hulvey (2023, p. 625) defend Internet bordering, claiming that states impose boundaries  to  engineer  differences  among  the  international  community.  Territorialization  of  human  interaction spaces enhances national distinctiveness and evades inter-state cyber conflicts as it determines explicitly the limits of sovereign policies. Furthermore, spaces in cyberspace share the same characteristics as real-world territories (Lambach, 2020, p. 489). They are an analogical extension of the former. Notwithstanding, cyberspace territories are dynamic and non-exclusive; they do not take a fixed topography but are in a status of continuing change according to data routes. States’ authority in cyberspace is not absolute; it is composed of regulatory tasks to prevent severe threats in this globally wide-stretching communication network (Lambach, 2020,  p.  486). Since 96 
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cyberspace consists of users and objects, states’ endeavours to regulate and organize them manifest territoriality because states’ behaviour accords with their policies concerning real geographic territories (Tsaugourias, 2018, p. 

536). Thus, territories are perceived in cyberspace, even if the latter is merely a virtual environment. The universal trend of digital transformation  has influenced the conceptualization of territoriality in dynamic cyberspace as it developed a digital version of territoriality linked to the technical operations of information exchange among Internet users (Adonis, 2023, p. 92). A functional territoriality proves efficient to overcome the exceptional technical nature of cyberspace which creates several complex odds against the imposture of national strategies. Accordingly, Zekos (2022, p. 364) argues that territorializing cyberspace should be conducted through advanced geographical digital tracking of data flow on the Internet, in addition to the effect factor, to adapt traditional territoriality to the virtual innovative realm of cyberspace. 

Additionally, cyberspace territorialization promotes states’ investments in Internet infrastructure since they would utilize it to maintain national sovereignty. States would solely extend national borders imposture mechanisms from the physical dimension to cyberspace (Simmons & Hulvey, 2023, p. 626) under a horizontal imposture scheme (Lambach, 2020, p. 486), which creates a monolith chain of cyber territories. A horizontal linkage between national cyberspace territories enhances the integrity and effectiveness of Internet operations through states’ cooperative administration of each territory. This shape of cyberspace mapping introduces more disciplined and organized data flow routes among states, based on the principle of mutual respect of territorial sovereignty, which decreases the potentialities of illegal cyber activities, on the one hand, and provides individuals and entities with a solid structure of cyberspace services, otherwise, anarchism prevails. 

Likewise,  Japaridze  (2023,  p.  216)  considers  states’  mutual  admittance  of  national  authority  over  a cyberspace territory an enhancement of global peaceful coexistence. It enables governments to suppress harmful illegal cyber activities, ensuring safer cyberspace environments. Thus, the territorialization of cyberspace proves advantageous for humanity. Territoriality in cyberspace is rooted in the actual practices of states to control data traffic  to  confront  threats  (Lambach,  2020,  p.  488).  It  is  an  ontological   fait  accompli   conception  needless  to repeatedly  justified.  Nonetheless,  an  extreme  interpretation  of  territorialization  could  fragment  cyberspace  into isolated segments, contradicting the original intent of this global domain. Therefore, territorialization, as a guiding principle, must be balanced carefully (Japaridze, 2023, p. 225) to achieve its original objective of securing data in cyberspace. Furthermore, the coordination of states’ approaches to territorialize cyberspace is obligatory to create a universal consensus on a determinant, evading inter-state political confrontations that destabilize cyberspace (Abdelkarim, 2024, p. 390). Thus, the adequate territorialization of cyberspace requires a multilateral scheme. This indication led Fang (2018, pp. 85-86) to link territories in cyberspace to the actual map of a state’s Internet devices; they constitute the true boundaries of a national territory in cyberspace. 

Data Localisation as a National Strategy 

Localisation is a national state practice to control data flows from foreign sources to the inner society and vice versa,  ensuring that data generated within a specific jurisdiction remains within its geographical boundaries . 

Han (2024, p. 265) defines data localisation as “a policy implemented by a state that requires entities to store data within its sovereign territory”. Therefore, it constitutes a logical consequence of cyberspace territorialization that includes  the  state’s  exercise  of  authority  over  cyberspace  infrastructural  hardware  to  control  data  transfers (Lambach 2020, p. 485). Data localisation includes the placement of physical cyberspace infrastructure within the national territory or imposing direct control over servers where national data is stored even if located abroad. 

Cyberspace includes a physical layer made up of computers, integrated circuits, cables, communication infrastructure, and similar components (Tsaugourias, 2018, p. 539). Thus, the localisation of cyberspace physical infrastructure is a multi-dimensional process that includes states’ efforts to own the physical equipment operating cyberspace,  whether  located  on  their  national  soil  or  abroad.  States’  ownership  of  cyberspace  infrastructural hardware manifests a logical conclusion of admitting private ownership in cyberspace (Lambach, 2020, p. 488). As 97 
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Han (2024, p. 265) indicates, the sovereign responsibility of a state to safeguard national data is the chief motivation for localizing data. Since cyberspace data is majorly stored in servers owned by US entities, severe breaches of national security occur in practice due to the contribution of Internet Giants to enabling the US official agencies to execute data mining operations1. Remarkably, he limited the execution of localisation strategies to the state’s ability to  harness  and  benefit  from  the  positive  network  effect,  which  is  a  chief  strength  of  Internet  Giants.  This contradiction creates an imbalanced relationship between the state and Internet Giants concerning data storage capabilities (Han 2024, p. 268). Consequently, this imbalance enables states to evaluate whether the network effect generated by platforms aligns with national interests and if they can effectively utilize the resulting benefits. 

Data localisation imposes the state’s objectives on how cyberspace is used by the citizenry thus it localizes cyberspace infrastructure establishments to enforce the national grip on hovering data within the national cyber territory (Simmons & Hulvey, 2023, pp. 627-628). Moreover, states encourage domestic industry enterprises to prefer nationally generated data in their business rather than data from foreign sources and, as well, submit data traffic in the national territory in cyberspace to political and  sovereign considerations such as national security (Lambach, 2020, p. 485). This fact elaborates on the increasing state’s demand to localize the physical cyberspace data servers and centers regardless of the government’s obvious intent to control and survey data. Localisation has become a global national trend because of the states’ endeavours to maintain the functionality of national services, that depend on cyber facilities, and protect sensitive data against either foreign threats, e.g., espionage, or technical glitches (Lambach, 2020, p. 495; Baur-Ahrens, 2017, p. 44). Nevertheless, the European Court of Justice considered this policy a violation of the fundamental human right to privacy (Simmons & Hulvey, 2023, p. 

629).  Therefore,  the  European  General  Data  Protection  Regulation2  stipulates  complete  compliance  with  the protection of data privacy requirement to permit states’ acquisition of data transfer infrastructure. According to their analysis of data localisation policies, localisation of cyberspace infrastructure reflects the state’s attitude about data surveillance and governance (Simmons & Hulvey, 2023, pp. 630-631). It is a separation mechanism to distinguish domestically sourced data from their foreign counterpart that offers a pure domestic version of data flow schemes. 

States  adopt  several  techniques  to  achieve  cyberspace  data  localisation.  They  can  construct  domestic servers to prevent national data from routing via foreign servers (Baur-Ahrens, 2017, p. 44). This implies that data traffic will  be completely controlled and  surveyed by the state. The US Department of Commerce, through its National Telecommunications and Information Administration (NTIA), has implemented a significant internet routing security measure3. This initiative, part of the National Cybersecurity Strategy4, aims to enhance cybersecurity across the Department. The measure addresses long-standing concerns about internet routing incidents, which can disrupt services. The NTIA has developed Route Origin Authorizations (ROAs) to authenticate its network addresses,  ensuring  that  internet  traffic  reaches  its  intended  destinations.  In  addition,  China  recognized  the strategic importance of Internet control early, structuring its architecture as an intranet with strict border controls (Salamatian et al., 2021, p. 2). 

China  utilizes  cyber  territorialization  to  refer  to  the  state’s  control  over  its  cyber  infrastructure  and  the information that enters or becomes available within its borders (Tsaugourias, 2018, p. 547). Thus, China enforces this sovereign localisation through filtering, which involves using technical, political, legal, or social methods to block access to certain information or activities, or to prevent such information or activities from entering the state’s sovereign cyberspace. 

In addition, Iran, on contrary to several Middle East states, has successfully developed a national network that  balances  two  seemingly  conflicting  characteristics.  It  is  both  highly  resilient,  with  numerous  Autonomous 1 See ht ps:/ www.nytimes.com/2018/04/04/us/politics/cambridge-analytica-scandal-fal out.html accessed on 24 July 2024. 

2 Council Regulation 2016/679, (General Data Protection Regulation), 2016 O.J. (L 119) 1.  ht ps:/ www.consilium.europa.eu/ 

en/policies/data-protection/data-protection-regulation/#gsc-main-content 

3 ht ps://www.ntia.gov/press-release/2024/us-department-commerce-implements-internet-routing-security (21 July 2024) 4 ht ps://www.whitehouse.gov/oncd/national-cybersecurity-strategy/ accessed 21 July 2024. 
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Systems (ASes) and a rich internal path ecosystem, and highly controlled, with all outgoing traffic routed through three main government-controlled ASes. This design allows Iran to isolate its network from the global Internet while maintaining robust internal connectivity without causing congestion among the central Ases (Salamatian et al., 2021, p. 12). Consequently, the Iranian territorialization approach created a parallel national cyberspace that can resist  global  Internet  outages  because  the  whole  data  routes  are  domestically  isolated  from  the  international network.  Similarly,  according  to  Russia's  Federal  Law  No.  242-FZ,  operators  are  required  to  ensure  that  the recording, systematization, accumulation, storage, adjustment (update, alteration), and retrieval of personal data of Russian citizens are conducted through database servers located within Russia. Significant fines are imposed on organizations and individuals who fail to comply with these data localisation requirements (Wu, 2021, p. 11). 

On 28 April 2024, Egypt inaugurated its national cloud data center to store the national data. The Egyptian data center  constitutes  the  core  of  the  national  digital  transformation  strategy.  It  has  added  new  horizons  for entrepreneurship in all fields and industries, providing new opportunities to combine several fields in one work environment.5 

Furthermore, the policy of centralizing data storage facilities enhances the national localisation strategy. By establishing grand national data storage centers, the state can strengthen its grip on the source of exchanged data domestically on the Internet. According to Baur-Ahrens (2017, p. 45), Deutsche Telekom suggested to the German Federal  Government  and  the  European  Union  (EU)  to  initiate  a  national  routing  system  within  Germany  and eventually expand it  to a Schengen routing  system. This proposal  aims to prevent US and British intelligence agencies from accessing data flows within the Schengen area. South Africa introduced the National Data and Cloud Policy, which includes requirements to store and process data considered “critical information infrastructure” within the country’s borders and to mirror data generated from South African natural resources6.  

To sum up, contemporary practices of states disclose the prominence of imposing control over national data by localizing them. This process manifested the threshold to organize data flows through a state’s cyber territory. 

Data localisation does not include solely servers and cables; it is an economic process with political perspectives. 

States stitch both pillars together to serve their preventive objectives in cyberspace. 

2.  Explaining the Nexus: The Concept of Data Sovereignty 

The  nexus  between  cyberspace  territorialization  and  data  localisation  highlights  the  ongoing  tension between maintaining a global, open internet and the desire of states and corporations to exert control over their digital domains. Since data localisation implies that data about citizens or residents of a certain country should be collected,  processed,  or  stored  within  that  country,  before  being  transferred  overseas,  it  is  considered  a  firm manifestation  of  the  sovereign  territorialization  of  cyberspace.  Furthermore,  localisation  enhances  the governments’ policies to strengthen their sovereign authorities over the national cyber territory (Duggal, 2019, p. 

4). Thus, territorialization implies the physical placement of internet infrastructure, such as servers and data centers, within a country’s borders. Thus, this concept is closely linked to infrastructure localisation as Salamatian et al. 

(2021,  p.  17)  concluded  that  localizing  Internet  infrastructure  is  a  chief  pillar  of  cyberspace  territorialization strategies. It protects sensitive national data from being leaked or lost. In this aspect, states handle data as a national resource that requires protection. Moreover, the linkage pointed out by Zekos (2022, p. 346) between a state and cyberspace activities that affect its interests justifies imposing a state’s policies, including localizing data flow physical routes. 



5 State opens 1st biggest data, cloud computing centre in MENA (The Egyptian Gazet e on 28 April 2024)  ht ps:/ egyptian-

gazet e.com/egypt/state-opens-1st-biggest-data-cloud-computing-centre-in-mena/ accessed on 25 July 2024. 

6 Draft National Policy on Data and Cloud, Department Of Communications And Digital Technologies, Government Gazet e on 1 April 2021.  ht ps:/ www.gov.za/sites/default/files/gcis_document/202104/44389gon206.pdf  
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Furthermore, the imposture of national control over data in cyberspace, regardless of the location of their servers, is a chief aspect of data sovereignty. States derive this authority from the natural right of their citizenry to manage their data (Hellmeier et al., 2023, p. 2) under the broad concept of the right to self-determination. 

An accurate conception of data sovereignty requires a universal consensus on the implementation schemes of national policies (Hellmeier et al., 2023, p. 6; Hellmeier & von Scherenberg, 2023, p. 7). As a result, states can assert their sovereign strategies over electronic transactions and interactions that impact their interests. According to this logic, data localisation expresses the state’s sovereignty over national data, which manifests the concept of data sovereignty. The latter refers to the subordination of national data in cyberspace to domestic legal frameworks (Hummel et al., 2021, p. 1). This concept transcends geography because a state can exercise its authority over data stored in a server abroad (Hummel et al., 2021, p. 13). From this perspective, the physical localisation of cyberspace infrastructure is not required to impose sovereign data policies provided that a state can manage and control streamed data. The crucial factors, in this case, are the concept of ownership and the state’s data control capabilities (Abbas et al., 2024, p. 2) because limiting data sovereignty to the mere authority over the Internet causes inter-state fractions due to their different understandings of this conception and applications of relevant national strategies. 

Data sovereignty is a solid concept in the digital realm enhanced by governments’ practices, disregarding their variances, to organize and control national data in cyberspace (Hellmeier & von Scherenberg, 2023, p. 3). It offers  states  an  upper  authority  to  determine  the  course  and  fate  of  data  on  the  Internet  to  achieve  national objectives  such  as  protecting  sovereign  national  cyber  interests.  This  patriotic  motivation  remains  the  chief momentum to impose national sovereignty over exchanged data in cyberspace. Despite several conclusions, the desire to control data remains the core pillar of data sovereignty (Abbas et al. 2024, p. 3) as a consequence of the rising adoption of cloud computing and extra-territorial data routing schemes. 

A report by the Belfer Center for Science and International Affairs at Harvard Kennedy School connected data  localisation  with  sovereignty  requirements  by  indicating  that  states’  attitudes  to  placing  cyberspace infrastructure within its borders are a direct consequence of the growing digital dominance of markets and politics (Wu, 2021, p. 6). It is a state’s practice to express its national data sovereignty in cyberspace, which constitutes an obvious manifestation of territorialization. Wu (2021,  p.  22) indicates in her report that states, concerning data localisation, are motivated by a patriotic desire to achieve digital independence, regardless of the effective outcome of their policies. It is a shield against the dominance of Internet Giants that belong to imperial Western superpowers. 

To conclude, data sovereignty in cyberspace constitutes a rendezvous point of the territorial understanding of  the  virtual  realm  with  the  domestic  policies  imposed  by  states  to  safeguard  their  sovereign  interests.  The conception of subordinating cyberspace data to national regulations and policies corresponds with the utter purpose of data localisation by ensuring that the relevant entities, whether individuals, organizations, or governments, have authority over how data is used,  stored, and shared within their jurisdiction. Thus, the territorial  localisation of cyberspace data is the accurate manifestation of enforcing sovereignty over data in cyberspace. In addition, data sovereignty is the chief justification of the states’ desire to enforce localisation policies disregarding the openness of cyberspace and the cross-border data flows enhanced by rapid global technological advancements. Therefore, the  integral  coherence  of  data  sovereignty  and  territorial  localisation  formulates  an  obvious  conclusion,  a description qualifies the linkage between these concepts to support data localisation national strategies. 
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3.  CrowdStrike Global Outage  

CrowdStrike  Holdings,  Inc.,  an  American  cybersecurity  technology  company  based  in  Austin,  Texas, specializes in cloud workload protection, endpoint security, threat intelligence, and cyberattack response services. 

It  is  an  $83  billion  company  with  more  than  20,000  subscribers  around  the  world  including  Amazon.com  and Microsoft. The company has played a key role in investigating several high-profile cyberattacks, including the 2014 

Sony Pictures hack, the 2015–16 cyberattacks on the Democratic National Committee (DNC), and the 2016 DNC 

email leak. In July 2024, a faulty update to its security software caused global computer outages, disrupting air travel, banking, broadcasting, and other services7.  

The Outage 

On  19/07/2024,  critical  infrastructure  globally  was  affected  by  a  major  outage  of  services  caused  by  a CrowdStrike  update  of  the  cybersecurity  software  Falcon  Sensor8.   A  recent  CrowdStrike  update  is  causing Windows computers to crash and display the blue screen of death. Reports indicate that companies across various industries worldwide are unable to reboot their systems. A faulty CrowdStrike software update disrupted systems globally, grounding flights, halting broadcasts, and affecting services from banking to healthcare. 

As  posted  on  X  by  CrowdStrike  CEO  George  Kurtz,  the  company  admits  accountability  for  the  outage caused by its software update. He denied the occurrence of cyber-attacks or incidents, declaring the company’s attempts to isolate and fix this technical flaw9.  CrowdStrike officially apologized for the outage and reasoned it by a technical defect in the Falcon Sensor product10.  

The Consequences  

The overwhelmingness of cyberspace techniques in administering the global economy permitted a single cyber incident to inflict severe wide-scale economic impacts. Airlines schedules suffered delays and cancellations leading to passengers over crowdedness in airports11.  Also, healthcare providers declared a medical emergency due to a global IT outage caused by CrowdStrike. Two hospitals in northern Germany (Luebeck and Kiel) cancelled elective  surgeries,  while  the  University  Clinic  of  Schleswig-Holstein  assured  emergency  services  remain 

unaffected12.  England's National Health Service (NHS) reported disruptions to appointment bookings and patient records but no impact on emergency services13.  

Financially,  according to Allianz, the outage affected insurance as employees were unable to log in to their 

computers14.  Commonwealth Bank of Australia noted technical deficiencies faced by customers concerning instant money transfers. Similar issues occurred with German banks according to the Deutsche Kreditwirtschaft15.  Brazilian lender Bradesco announced the unavailability of its digital platforms because of the outage. Macquarie Capital was unable to provide liquidity for unexpired warrants on Hong Kong Exchange. Moreover, The London Stock Exchange 7 ht ps://www.crowdstrike.com/en-us/ accessed on 21 July 2024. 

8  Bishop, K.  & Kharpal.  A. CrowdStrike  issue causes  major  outage  affecting  businesses  around  the  world  (CNBC,19  July  2024) 

https://www.cnbc.com/2024/07/19/crowdstrike-suffers-major-outage-affecting-businesses-around-the-world.html (20 July 2024) 

9 https:/ x.com/George_Kurtz/status/1814235001745027317 accessed on 20 July 2024. 

10 Our Statement on Today’s Outage (CrowdStrike Blog on 19 July 2024) https://www.crowdstrike.com/blog/our-statement-on-todays-

outage/ accessed on 20 July 2024. 

11  Berlin  airport  faces  major  disruptions  amid  global  tech  outage  (Reuters  on  19  July  2024)  https://www.reuters.com/ 

technology/berlin-airport-faces-major-disruptions-amid-global-tech-outage-2024-07-19/ accessed on 20 July 2024. 

12  Two  German  hospitals  cancel  elective  operations  citing  global  IT  outage    (Reuters  on  19 July  2024)  https://www.reuters.com/ 

business/healthcare-pharmaceuticals/two-german-hospitals-cancel-elective-operations-citing-global-it-outage-2024-07-19/ 

accessed on 20 July 2024. 

13  Update  on  cyber  incident:  Clinical  impact  in  south  east  London  (NHS  England  on  19  July  2024)  https://www.england.nhs.uk/ 

london/2024/07/19/update-on-cyber-incident-clinical-impact-in-south-east-london-friday-19-july/ accessed on 20 July 2024. 

14  Traders  eye  return  to  business  as  usual  after  cyber  outage;  issues  remain  (The  Business  Times  on  20  July  2024) 

https://www.businesstimes.com.sg/companies-markets/traders-eye-return-business-usual-after-cyber-outage-issues-remain 

accessed on 20 July 2024. 

15 The German Banking Industry Committee, see https://die-dk.de/ 
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Group's (LSEG) Workspace news and data platform experienced an outage that disrupted user access globally, impacting financial markets16.  

Furthermore, the outage, despite its pure technical causes, generated universal cybersecurity concerns. 

Australia's  cyber  intelligence  agency  -  the  Australian  Signals  Directorate  (ASD),  announced  on  Saturday  that 

"malicious websites and unofficial code" are being circulated online, purportedly offering solutions to recover from Friday's global digital outage, which affected media, retailers, banks, and airlines17.  Thus, ASD urges Australian Internet users to source their technical information and updates from CrowdStrike solely to prevent unwanted cyber incidents. 

Localisation of Cyberspace Data to Prevent Outages 

Establishing national data centers is effective in localizing data under laws that mandate that data pertaining to a country's citizens must be processed and/or stored within that country. These laws can apply to all personal data or be limited to specific types, such as health or financial information. They affect not only online services but also traditional sectors of the economy, including banking. In this section, the research reviews the Internet Giants’ 

stance on data localisation, highlighting their share in controlling cyberspace data, and then it sheds light on the privileges of domestic data localisation versus several cyber threats. 

Internet Giants’ Opposition 

In  cyberspace,  Internet  Giants,  e.g.,  Meta  and  X,  hold  the  upper  authority  to  supervise  and  control exchanged data on several social networking platforms. Internet giants, as private entities, possess certain rights over their users. They extend these inherent proprietorship rights and acquire additional ones through contracts and service agreements. These contracts impose rules and regulations on users, enabling these companies to exercise legislative and administrative authority like that of a  government  (Kim  &  Telman 2015,  p.  745). Their powerful  technological  dominance  over  data  motivated  governments  to  involve  them  in  official  cybersecurity operations, such as data mining (Kim & Telman 2015, p. 728). This governmental approach granted Internet Giants a de facto superiority in cyberspace leading them to compete with national governments in data control, elevating them to be quasi-governmental actors in cyberspace. Likewise, Hendry clarified that the opposition of Internet Giants to governmental data  localisation strategies is caused  by the misconception of the correlation between cybersecurity risks and the location of cyberspace physical infrastructure18.  They consider data localisation as an obstacle against free cross-border data flows. In the same context, Meta CEO Mark Zuckerberg expressed his opposition  to  data  localisation.  He  argued  that  while  certain  countries  might  have  legitimate  reasons  for  such policies, authoritarian regimes could exploit data  localisation to access and control their citizens' data, thereby curbing  dissent.  Zuckerberg  emphasized  the  importance  of  considering  the  motives  behind  data  localisation demands and warned that setting a precedent could make it easier for authoritarian governments to justify similar 

measures19.  Tech giants operate on a global scale and their platforms connect people across borders, transcending physical  boundaries  that  might  be  disrupted  by  cyberspace  fragmentation  caused  by  national  policies  of  data localisation;  an  approach  that  goes  against  the  interconnectivity  required  to  push  forward  modern  human civilization. 



16  What  disruptions  have  been  reported  after  the  global  tech  outage?  (Reuters  on  20  July  2024)  https://www.reuters.com/mark ets/commodities/what-disruptions-have-been-reported-after-global-tech-outage-2024-07-19/ accessed on 20 July 2024. 

17  Australia  warns  of  malicious  websites  after  cyber  outage  (Reuters  on  20  July  2024)  https://www.reuters.com/technology/ 

cybersecurity/australia-warns-malicious-websites-after-cyber-outage-2024-07-20/ accessed on 20 July 2024. 

18 Hendry, J., Tech giants ral y against data localisation in Australia (InnovationAus.com on 7 September 2022) ht ps:/ www.in novationaus.com/tech-giants-ral y-against-data-localisation-in-australia/ accessed on 27 July 2024. 

19 Mark Zuckerberg opens up on data localisation and why he’s not in favour (Indian Express: Tech Desk on 19 April 2019) 

ht ps:/ indianexpress.com/article/technology/tech-news-technology/mark-zuckerberg-opens-up-on-data-localisation-and-

why-he-not-in-favour-5700109/ accessed on 22 July 2024. 
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Furthermore,  it  has  been  proven  that  states’  strategies  to  localize  data  might  frustrate  certain  plans  of Internet Giants. On 26 July 2024, an investigation published in Politico disclosed intentional data mining operations conducted by X social network exploiting users’ data to enhance the abilities of AI applications20.  Users’ data on these  platforms  are  fertile  soil  strengthening  the  capabilities  of  machine  learning  models  inter  alia  other  AI applications (Injadat et al., 2016, p. 8) by deploying mining techniques that collect and analyse this data to extract certain patterns or build algorithms. This technical method violates the essentials of Internet users’ privacy and justifies governmental interventions to safeguard data. 

Economically, data localisation increases the cost of domestic data hosting by 60% because the Internet enables centralized data storage and processing, taking advantage of economies of scale in cloud computing and a seamless, global Internet21. When governments break apart these efficiencies, they exponentially raise relevant costs. This consequence manifests an economic drawback of data localisation. Over the past decade, an array of scholarly  investigations  has  meticulously  dissected  the  adverse  effects  of  data  localisation.  These  effects reverberate across the economic landscape, impacting critical dimensions such as overall output, international trade, and productivity (CIPL 2023, p. 4). In the contemporary rapidly digitalizing global economy, data localisation emerges as a double-edged sword; businesses find themselves caught in a replication conundrum. To comply with data  localisation  requirements,  they  must  duplicate  personnel,  datasets,  data  center  infrastructure,  and technological resources across various localizing jurisdictions. Moreover, companies must adapt when countries enforce data localisation rules by investing time, energy, and management attention to understand local regulations. 

Adaptability requirement increases compliance costs because of the differences among jurisdictions concerning localisation requirements (Han 2024, p. 264). This is the case for governments as well; data localisation imposes expenses on states to meet data mirroring requirements, particularly when data is stored abroad (Medine, 2024, p. 

7). The Policy Research Institute, Japan Ministry of Finance, concluded that data localisation measures violate the fundamentals of the global free flow of trade required to sustain the world economy (Yoshinori, 2021, p. 18) and states should refrain from exploiting the general exceptions of the free trade principle, affirmed by World Trade Organization (WTO) and the General Agreement on Trade in Services (GATS)22. Thus, data localisation does not constitute a mere technical manoeuvre; it is an economic ballet. As businesses pirouette between compliance and expansion,  the  costs  ripple  through  the  interconnected  fabric  of  this  digital  world.  Moreover,  data  localisation frustrates Internet Giants’ access to the best-talented employees because it disrupts the global flow of relevant human resources data (CIPL, 2023, p. 7), which deteriorates the efficiency of the global workforce. 

Data localisation by the physical placement of servers and other infrastructure within the state’s territory invokes a danger to national security in the context of armed conflicts. The military targeting of national cyberspace infrastructure might damage the state’s data establishments. It should be noted that in the context of geopolitical tensions and the imminent threat of Russia’s invasion in February 2022, the Ukrainian government proactively addressed  data  security  vulnerabilities.  Before  the  invasion,  Ukrainian  legislation  mandated  data  localisation  - 

requiring certain government and private sector data to be stored within the country’s borders. Recognizing the risks posed by physical attacks on localized servers, the Ukrainian parliament swiftly enacted new legislation (CIPL 

2023, p. 9). This legislative action allowed critical data to be moved to cloud-based infrastructure. 







20 Goujard, C., Elon Musk’s X under fire over harvesting users’ data to train AI chatbot (Politico on 26 July 2024) ht ps:/ www.pol itico.eu/article/elon-musks-x-under-fire-over-harvesting-users-data-to-train-ai-chatbot/ accessed on 31 July 2024. 

21 The Costs of Data Localization (TechWonk Blog on 17 August 2016) ht ps:/ www.itic.org/news-events/techwonk-blog/the-

costs-of-data-localization accessed on 27 July 2024. 

22 ht ps:/ trade.ec.europa.eu/access-to-markets/en/content/general-agreement-trade-services-gats accessed on 27 July 2024. 
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The Ukrainian government securely  transferred  essential information related to government operations, taxation, banking, education, and property by collaborating with private cloud service providers. Rather than relying solely on in-country servers, this strategic move ensured that critical  data was distributed across global cloud networks, mitigating the risk of disruption or destruction. Therefore, the physical localisation of data does not suffice to protect the integrity of national data but, on the contrary, utilizing a globally distributed network of cyberspace infrastructure provides data with a more effective protection against intentional and nonintentional cyber threats. 

The Indispensability of Data Localisation 

Despite the several deficiencies of data localisation, highlighted by Internet Giants, the contemporary status of  cybersecurity  proves  the  indispensability  of  adopting  localisation  policies  to  secure  national  data  and  the performance of critical services utilizing cyberspace. 

The primary advantage of national cyberspace data routing is that data remains within the country's borders, avoiding  foreign  wires  and  servers  (Baur-Ahrens,  2017,  p.  45),  and  hindering  foreign  authorities’  attempts  to intercept, read, or manipulate the  data. Thus, states employ  data  localisation to  defend the citizenry’s privacy against various cyber threats. Nevertheless, a frequently cited disadvantage is the potential decrease in data traffic quality, as nationally routed traffic is more prone to overloads and congestion. Additionally, this approach may prevent access to alternative routes that could enhance failure safety and reliability (Baur-Ahrens, 2017, p. 45). 

Nonetheless, those technical deficiencies do not undermine the functionality of Internet infrastructure domestic localisation  in  preventing  the  negative  impacts  of  outages  caused  by  foreign  technical  failures.  The  restricted access to sensitive data decreases the potentiality of misusing them either by national or foreign entities, solidifying therefore the protection of national data. 

Furthermore, data localisation protects states against foreign data mining operations. It is known that storing national sensitive data in servers placed on foreign soil facilitates accessing this data by the host government. As declassified by Snowden,23 the US National Security Agency (NSA) collaborated with Internet Giants to execute data mining plans that target Internet users’ data stored in servers within the US territory. This incident invoked national  security  concerns  as  motivation  to  adopt  data  localisation  policies.  There  is  an  argument  that  the unrestricted flow of data to hostile or authoritarian regimes threatens the  national security of their geopolitical adversaries (Sheppard et al., 2021, p. 5). For example, the US and India resist Chinese endeavours to access their databases. Also, in the Middle East, Arab states and Israel do not welcome mutual access  to national data in cyberspace. Therefore, data localisation is a mere evolution of the theory of national security. Additionally, data localisation measures can discriminate between domestic and foreign platforms, giving domestic platforms certain advantages or protection (Han, 2024, p. 266). Regarding global geopolitical rivalries, data has become a fierce weapon affecting the states’ capabilities and determining their actual power (Han, 2024, p. 270). This fact elevates data  localisation  to  be  the  appropriate  instrument  to  maintain  the  inter-state  balance  concerning  technological superiority and its impacts on national security and manage the cosmopolitan scheme of international relations with respect  to  political  economy  and  technology.  Furthermore,  data  localisation  can  boost  the  competitiveness  of domestic platforms by helping them become familiar with data regulations in other states, allowing them to adapt more easily (Han 2024, p. 266). Adaptability is crucial to national security since it enables foreign entities to comply with domestic regulations which enhances their contribution to domestic society. 







23 Edward Snowden: whistle-blower behind NSA surveil ance revelations (The Guardian on 09 June 2013)  ht ps:/ www.the guardian.com/world/2013/jun/09/edward-snowden-nsa-whistleblower-surveil ance, accessed on 23 July 2024. 
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The global support of data localisation is well recorded. As of June 2023, approximately three out of four surveyed internet users worldwide expressed support for data localisation. Statistics reveal that 76% of Internet users support governmental domestic data localisation plans this year24.  The powerful existence of governments in  cyberspace  increases  Internet  users’  online  safety,  particularly  considering  the  open  nature  of  cyberspace. 

Moreover, International agreements, e.g., GATS, permit states to adopt the appropriate policies to protect important national data (Yoshinori, 2021, p. 21) contrary to the general principle of free cross-border flow of data as these agreements should never deprive states of the natural right to defend their sovereign interests. 

Accordingly, Internet Giants must construct local data servers within states to comply with the national localisation requirements (Han, 2024, p. 266). This provides Internet users within a state with a complete version of their data exchanged on a given platform, which prevents the effects of foreign outages. A major factor that escalated the impacts of the CrowdStrike outage was the ultimate reliance on the tech company's capabilities and neglect to establish a national system of cyberspace infrastructure, regardless of its actual location. Thus, states should reconsider their overreliance on tech companies to maintain the functionality of critical national services. 

A  motivation  that  drove  Egypt  to  construct  its  national  cyberspace  server  center  thus  an  outage  of  a centralized data server, like the CrowdStrike outage, would never affect the efficiency and functionality of national services.  Each  state  should  favour  a  localisation  approach  to  achieve  this  objective  according  to  its  national perception. Therefore, it could be asserted that the negative global impacts caused by the CrowdStrike outage are a direct result of the anarchic unorganized system of information stored in cyberspace as elaborated on by Han (2024, 269) because when a state depends solely on a foreign enterprise to store national data within its servers, regardless of their location, the technical failures of these servers should logically deprive the state of its data leading to a complete denial of critical services, e.g., air transports and healthcare, which constitutes a major threat to national security. 

Conclusion 

Through a theoretical methodology, the research discussed the problem of cyber outages caused by foreign technological failures based on an incident that occurred in the real world which is the CrowdStrike outage. The severity of this outage's consequences on global services and states’ national security invoked the urgent need to find a solution that prevents similar future incidents. Because of the foreign reason for the CrowdStrike outage, the research demanded states to localize their data in cyberspace. Data localisation, whether physical or digital, is the solution supported by the research to avoid similar incidents. 

The research establishes its endorsement of data localisation on the obvious correlation between the latter and the concepts of sovereignty and territoriality in cyberspace. According to the correlation, data localisation is a logical implication of imposing the state’s sovereignty in cyberspace. This conception implies that a state should initiate necessary policies to protect its national security endangered by technical outages. Indeed, the CrowdStrike outage  inflicted  severe  damage  to  the  global  economy  and  states’  national  security.  Therefore,  the  physical placement of Internet infrastructure or imposing digital sovereignty on data stored abroad manifests an inevitable solution to prevent similar negative impacts. Furthermore, to enhance the research hypothesis, it sheds light on the privileges of data localisation and justifies its indispensability to prevent outages. Since Internet Giants’ stance concerning technical issues is authenticated, the research gives their opposition to data localisation considerable attention by refuting their arguments and allegations about it and emphasizing the advantages of data localisation. 

It is an adequate trade-off that supports the hypothesis. 







24  Petrosyan,  A.,  Global  at itudes  of  internet  users  toward  data  localization  2023  (Statista  on  16  January  2024) 

ht ps:/ www.statista.com/statistics/1441060/at itudes-data-localization-internet-users-global/, accessed on 27 July 2024. 
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Abstract

The severe impacts of the CrowdStrike outage on the world economy and national critical services, e.g., banking,
healthcare, and airports, invoked the urgent need to decrease governmental dependence on foreign tech companies to store
and manage national data. An effective alternative to this approach is data localisation. The latter includes the physical
placement of data infrastructure within the state’s territory or imposing ultimate national control over data stored in a server
located abroad, along with relevant managing software. The research points out the prominence of data localisation to protect
national data, and the functionality of services depending on this data, against technical failures that cause outages. In this
endeavour, the research reviews the concepts of territoriality and localisation of cyberspace, along with shedding light on the
CrowdStrike outage and explaining its reasons and consequences. Then, it introduces a justification for the validity of data
localisation for preventing outages' negative impacts and protecting national data.

Keywords: data localisation, territoriality, sovereignty, cyberspace, CrowdStrike outage, Internet giants.
JEL Classification: K10, K22, K24, K29, K33; 014.

Introduction

The dominance of cyberspace-based information exchange systems qualified data routing and managing
systems to be crucial to states’ national informational systems. They have dominated the critical services a state
presents, e.g., air transport, banking and finance, and healthcare, to its citizenry and foreign residents. It is
witnessed these days that several states depend ultimately on tech companies to administer and store national
data systems through the powerful infrastructural capabilities of these entities. States are motivated in their
approach by the global technological enthusiasm for borderless cyberspace with free-flow data systems.
Consequently, national data become located within a foreign territory preventing the actual control of a state over
national data. This status ties the functionality of national services, operated by these data, with the integrity and
operationality of the infrastructure controlled by foreign companies.

The noted state-of-the-art poses a severe challenge to states concerning maintaining the functionality of
their critical services because failures or outages of the storing devices or software inflict direct impacts on the state
that owns the data stored therein. The CrowdStrike global outage, which occurred on 19 July 2024, introduced a
complete manifestation of the mentioned consequence as a single failure of a software update has inflicted notable
damage on global critical national services which fundamentally depend on this software for protection. On this
day, the world witnessed grave negative impacts that motivated governments to reconsider their ultimate
dependence on tech companies in addition to the criticality of the affected data by the outage. Indeed, the
CrowdStrike global outage of cyberspace services alarmed the bell to reconsider the topography of cyberspace
regarding the question of data localisation. The nationalist motivation for the latter compels states to initiate
strategies to place cyberspace infrastructure within their territory or impose ultimate control over data stored in a
server located abroad. Thus, data localisation has become of utmost importance to national security and states
have focused on this aspect because of the indispensability of data protection policies.
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