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Abstract: The advent of artificial intelligence chatbots such as ChatGPT has revolutionized the field of education
by offering convenient information accessibility, although accompanied by worrying concerns about the
cultivation of critical thinking skills. Nevertheless, there is a lack of extensive research regarding the extent to
which learners can develop critical thinking skills in a certain discipline through the utilization of ChatGPT. This
research aims to evaluate the capability of ChatGPT to demonstrate critical thinking in its responses, particularly
in the domain of cybersecurity. Its objective is to conduct a complete assessment of the analytical capacities of
ChatGPT, considering its growing integration into educational settings. In this connection, ChatGPT was presented
with a series of inquiries with increasing levels of complexity within the intricate realm of cybersecurity. The
responses were subjected to analysis using Lee’s Model of Thinking Levels, which involved categorizing them
into “recall”, “rationalization”, or “reflectivity”. The findings suggested that ChatGPT exhibited a prominent level
of critical thinking skills, especially in the authentic contexts.

Keywords: Generative Al, ChatGPT, Critical thinking, Lee’s Model of Thinking Levels, Deeper thinking, Higher
education

JEL Classification: C38, C61, 123
1. Introduction

The landscape of education is fundamentally reshaped by the emergence of new generative artificial intelligence
(generative Al) technologies, with systems like ChatGPT at the forefront (Grassini, 2023). The emergence of
generative Al signifies a basic departure from conventional retrieval-based models. In contrast to the conventional
approach of searching and extracting existing data, generative models possess the capability to generate entirely
original content that is specifically customized to a certain prompt. However, concerns about overreliance on Al-
generated content remain owing to its lack of depth, nuance, and accuracy across different domains (Alqahtani et
al., 2023).

The cultivation of critical thinking skills, encompassing the capacity to examine information, question
assumptions, evaluate evidence, and formulate well-founded conclusions, is widely acknowledged as a primary
competency that education should foster to facilitate students’ academic and professional success (Mahanal et al.,
2019). Prior studies explored the impact of technology like Al tutors and learning analytics systems on critical
thinking (Alam, 2021; Zawacki-Richter et al., 2019). However, research focused specifically on generative
chatbots like ChatGPT is still emerging (Exintaris et al., 2023). An exhaustive assessment is necessary for
determining the level of thoughtfulness and cognitive capabilities exhibited by generative artificial intelligence
tools across different domains. With the popularity of ChatGPT and other similar tools, students are increasingly
relying on them in their studies and academic tasks. Therefore, it is important to determine the amount of critical
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thinking exhibited in the responses generated by these tools (Rusandi et al., 2023; van den Berg & du Plessis,
2023). This evaluation seeks to determine whether these tools can effectively assist students or learners in acquiring
a thorough understanding of various subjects, while also facilitating the development of their critical thinking skills
and the ability to apply acquired knowledge in real-world contexts.

Hence, evaluating the capacity of ChatGPT to reason and promote critical thinking level is an open research
question. In this study, we aim to explore the potential of ChatGPT, a generative Al tool, in fostering critical
thinking skills. The proposed research question was: “Can ChatGPT demonstrate high levels of critical thinking
in its responses?”’ This question stemmed from the need to understand if ChatGPT could promote critical thinking.
To address this, we undertook a thorough evaluation of the cognitive levels in the responses generated by ChatGPT
using cybersecurity as a case study, employing Lee’s Model of Thinking Levels (Lee, 2005) as a methodological
framework for evaluating thinking levels. Our approach involved analyzing these responses with Lee’s Model of
cognitive development and critical thinking, thus allowing us to assess the depth, complexity, and nuance of the
tool’s output. In this work, we examined the field of cybersecurity as a complex area and analyzed the responses
provided by ChatGPT to questions of varying difficulty levels, ranging from basic to intermediate and advanced.

This research made several unique contributions to the current literature on generative Al and critical thinking
in higher education. First, it focused specifically on evaluating the ability of ChatGPT, a state-of-the-art generative
Al tool, to promote critical thinking. This study employed a systematic methodology using Lee’s Model of
Thinking Levels to assess ChatGPT’s responses across different question categories and cognitive complexities.

This study contributes to existing literature in three specific ways. First, unlike broader studies on generative Al
in education, this work applied Lee’s Model of Thinking Levels as a focused analytical framework to evaluate the
cognitive depth of ChatGPT-generated responses. Second, the study examined ChatGPT’s responses across three
levels of cybersecurity prompts: basic, intermediate, advanced, and real-world scenario-based questions. Third, by
comparing response quality across these prompt categories, the study provided exploratory evidence on the types
of prompts that were more likely to elicit rationalization and reflectivity from ChatGPT. These contributions
distinguished the present work from general discussions of Al in education by offering a structured and model-
based analysis of its critical-thinking potential.

The paper consists of five primary sections. The paper commences with the Introduction, wherein an in-depth
overview of the research and its significance is presented. Next, the Literature Review section thoroughly examines
prior research and pertinent scholarly literature to define the research background. The Methodology section
provides an all-inclusive overview of the research strategy. The Response Analysis component of this study offers
the research results and engages in a detailed discussion, to provide valuable insights and interpretations of the
findings. The study ultimately ends with a Conclusion section.

2. Literature Review

Critical thinking is the cognitive capacity to systematically evaluate and analyze information logically, question
underlying assumptions, assess the strength of evidence, and arrive at well-founded and valid conclusions (Pithers
& Soden, 2000). The concept of critical thinking has been explored and developed by various disciplines, including
philosophy, education, and psychology (Pithers & Soden, 2000). This cognitive talent empowers students to
surpass conventional memorization of facts and attain a more profound understanding of concepts across various
academic fields (Vargas Alfonso, 2015). The practice of reflecting on one’s ideas could enhance students’ learning
and professional efficacy, enabling them to go beyond just information intake (Jony et al., 2017). Therefore, the
reflection process could encourage further learning, promote self-analysis, and facilitate the resolution of real-
world problems.

Research indicated that the capacity to engage in critical thinking, such as question assumptions, assess evidence,
and employ logical reasoning was crucial for students to excel in their academic pursuits and effectively apply
their knowledge in practical situations (Jony et al., 2017). Several studies showed that the development of critical
thinking ability was an essential component of higher education, as it was believed to contribute to improved
academic performance (Ramos, 2018).

The education sector is undergoing significant transformation due to recent advancement in Generative Al tools,
such as ChatGPT (Lo, 2023; Rahman & Watanobe, 2023; Shanto et al., 2023). Recent studies have started to delve
into the intersection of generative Al, like ChatGPT, and education. For example, Malinka et al. (2023) examined
the use of ChatGPT in university settings, to highlight its potential as an educational assistant and its implications
for academic integrity. In their study, Montenegro-Rueda et al. (2023) conducted a systematic review of applying
ChatGPT in education by discussing its positive and negative impacts. These studies provided foundational
insights into the utility and challenges posed by ChatGPT in educational contexts. The advent of this technological
innovation has undoubtedly provided students with an opportunity to actively participate in academic research,
readily seek support for their educational tasks, and conveniently obtain educational resources (Shanto et al., 2025).
Studies by Liu et al. (2023) and Tubella et al. (2024) touched upon the potential of ChatGPT as a tool for
personalized learning experiences and the need for responsible integration of Al in education.
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Despite the advantages, concerns regarding ChatGPT’s responses in diverse domains have emerged. ChatGPT
was built upon a robust dataset collection and could generate human-like answers (Fuchs, 2023), yet it raised
questions about academic integrity and the development of critical evaluation skills among students (Sweeney,
2023). Recent studies have focused on using ChatGPT-generated responses as prompts to cultivate critical thinking
and metacognition in educational settings (Exintaris et al., 2023). There is an ongoing debate about the role of
generative Al tools like ChatGPT in developing critical thinking skills, with some researchers arguing that Al
could complement learning when used ethically and responsibly (Rusandi et al., 2023). The effectiveness of
generative Al tools in stimulating critical thinking and higher cognitive skills depended on their design and
contexts of use, with potential applications ranging from material generation to fostering analytical skills (van den
Berg & du Plessis, 2023).

The potential applications of Al tools like ChatGPT in designing educational strategies to enhance critical
thinking are manifold. These tools can be leveraged to create dynamic and interactive learning environments that
challenge students to engage with complex ideas and scenarios. For instance, educators could use ChatGPT to
generate a series of increasingly complex questions or contexts within a specific subject area, hence prompting
students to analyze, evaluate, and synthesize information at progressively higher cognitive levels (Ahmed et al.,
2024). Furthermore, ChatGPT could be employed to simulate dialogues representing different viewpoints on
contentious issues. It could encourage students to critically examine various perspectives and formulate well-
reasoned arguments (Hatmanto & Sari, 2023). In problem-based learning scenarios, Al-generated content could
present students with multifaceted and real-world problems, requiring them to apply critical thinking skills to
develop innovative solutions. Furthermore, these Al tools could be used to provide instant and personalized
feedback on students’ responses; they could highlight areas where deeper analysis or more rigorous logic was
required (Shanto et al., 2024). By integrating Al-generated content and interactions into the design of curriculum,
educators could create more engaging, challenging, and personalized learning experiences that specifically target
the development of critical thinking skills (Mejia & Sargent, 2023).

Given the widespread use of ChatGPT among students, there is a demand for thorough investigations to assess
the quality and influence of its generated responses. While existing literature highlighted the potential and
challenges of adopting ChatGPT in education, there is a noticeable gap in research specifically addressing its
influence on critical thinking skills. This study aims to bridge this gap by methodically evaluating ChatGPT’s
responses in educational contexts and determining their efficacy in promoting critical thinking.

Several studies employed Lee’s Model of Thinking Levels to measure and evaluate learning tools in education
settings. For instance, Jony et al. (2017) used a wiki-based reflection method to enhance deeper thinking levels
among students in higher education. They applied Lee’s Model to evaluate the progression of thinking levels while
engaging in wiki-based learning environments. Similarly, this study aims to measure the thinking level of
ChatGPT’s responses using the popular Lee’s Model of Thinking Levels (Lee, 2005).

3. Methodology

The methodology diagram depicted in Figure 1 outlines an organized strategy for conducting the research. It
began with the crucial stage of “Model Selection”, in which models for evaluating the level of critical thinking
were analyzed to determine the model that would be used. Following this, an “Initial Prompt and Response
Generation” procedure was initiated. ChatGPT was provided with an initial query related to cybersecurity and it
produced an initial response. Subsequently, the research progressed to the “Taking Responses from ChatGPT on
Different Categories of Prompts” phase, in which additional prompts were used to collect responses encompassing
various categories of questionnaires, all based on the initial response. The investigation then focused on
“Evaluating ChatGPT Responses Using Lee’s Model”. In this phase, a well-established evaluation framework
known as Lee’s Model was implemented to systematically assess the level of thinking demonstrated by ChatGPT’s
responses. The findings were then synthesized in “Analyzing the Results”. This crucial phase entailed a thorough
analysis of the data collected during the evaluation, to yield valuable insights into the performance and capabilities
of ChatGPT in responding to different levels of cybersecurity questions. Since this study focused on analyzing
ChatGPT’s responses to various cybersecurity-related prompts, the methodology was designed to assess the level
of critical thinking demonstrated by ChatGPT itself, using Lee’s Model of Thinking Levels as a framework for
evaluation.

Evaluating the
from ChatGPT on responses of Analyzing the
ChatGPT according results

to Lee's Model

Initial Prompt and aking responses
Model Selection response generation

from ChatGPT different categories
of prompts

Figure 1. Diagram of the methodology employed in the current study
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3.1 Models

This study employed the well-known Lee’s Model of Thinking Levels. Lee (2005) categorized thinking levels
into three levels: recall, rationalization, and reflectivity. He proposed a framework to evaluate the levels of thinking
in the educational context. Table 1 illustrates Lee’s Model of Thinking Levels, together with a coding scheme for
measuring the levels of thinking.

Table 1. Lee’s Model of Thinking Levels

Level of Thinking Degree of Level Lee’s Model Description of Lee’s Model
Level 1 Lowest Recall Repeat the same information
Level 2 Intermediate Rationalization Think logically about the materials (the information)
Level 3 Highest Reflectivity Think critically beyond the scope of the materials
(knowledge)

On another note, Table 2 depicts an alternative model, known as Bloom’s Taxonomy of Educational Objectives
(Adams, 2015), which shared similarities with Lee’s Model of Thinking Levels. The concept under consideration
encompassed six distinct stages of cognitive thinking.

Table 2. Bloom’s taxonomy of Educational Objectives

b
"lI"Jhei‘Illelii(I)lfg Degree of Level Tl:;(:)(::)lnsly Description of Bloom’s Taxonomy
Level 1 Lowest Knowledge Repeat the same information
Level 2 Comprehension Understand the content
Level 3 . Application Put learning (or expertise) to use in an entirely new
Intermediate context
Level 4 Analysis Deconstruct the content (knowledge)
Level 5 Synthesis Combine the contents to reconstruct them
Level 6 Highest Evaluation Provide an independent rationale outside the content

Finally, Table 3 compares the degrees of levels between Lee’s Model of Thinking Levels and Bloom’s
Taxonomy of Educational Objectives. Although Bloom’s Taxonomy consists of six levels of thinking, when
considering the degrees of thinking levels, both models are the same. Lee’s Model integrates levels 2 through 5 of
Bloom’s Taxonomy model into a unified level termed Rationalization. Therefore, this work exclusively focused
on the utilization of Lee’s Model for experimental purposes.

Table 3. Comparison Between Bloom’s Taxonomy and Lee’s Model of Thinking Levels

Level of Thinking Degree of Level Bloom’s Taxonomy Lee’s Model
Level 1 Lowest Knowledge Recall
Level 2 Comprehension Understanding the content
Level 3 . Application
Level 4 Intermediate llilljlalysis Rationalization
Level 5 Synthesis
Level 6 Highest Evaluation Reflectivity

While Lee’s Model was the primary framework used in this study to evaluate ChatGPT’s responses, the
inclusion of Bloom’s Taxonomy served to provide a broader context and to highlight the similarities between the
two models (Jony et al., 2017). Bloom’s Taxonomy is a well-established and widely recognized framework for
categorizing educational goals and objectives into different levels of cognitive complexity. It is important to note
that either of the two models could be used to evaluate ChatGPT’s responses, as they both provide a framework
for assessing different levels of thinking. By opting for Lee’s Model, the study could more easily categorize
ChatGPT’s responses into three levels, thus enabling a straightforward analysis and interpretation of the results.
Moreover, using a single model throughout the study ensured consistency in the evaluation process and facilitated
a more focused discussion of ChatGPT’s critical thinking abilities.

3.2 Data Collection
To assess ChatGPT’s ability to demonstrate critical thinking, this study employed a data collection method

focusing on cybersecurity-related questions and scenarios. Cybersecurity was chosen as the focus of this study due
to its inherent complexity and all-inclusive nature, rendering it an ideal candidate for testing ChatGPT analytics
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capabilities.

The selection and design of the various categories of prompts were guided by several key criteria to ensure a
complete and rigorous evaluation of ChatGPT’s critical thinking abilities. To begin the data collection process, we
used ChatGPT to give us an in-depth overview of cybersecurity, including its key features, potential improvements,
and key concepts, by asking the initial prompt question. Based on this initial description, we enquired ChatGPT
basic-level questions and obtained the answers. These questions focused on common best practices of
cybersecurity, its definitions, and protective measures that a knowledgeable individual should be able to address.
We then moved to intermediate questions, derived from previous responses, to assess the understandability of the
model and the ability to obtain additional information for higher-level questions. These inquiries delved into the
differences between various cybersecurity domains, the functioning of specific security measures, and the role of
human factors in maintaining cybersecurity. Lastly, we prompted several cybersecurity context-based real-world
scenario problems to ChatGPT, focusing on problem-solving abilities and the ability to demonstrate reflective
thinking beyond pre-existing information.

For reproducibility, all prompts were submitted to ChatGPT in a single-session experimental setup. Each prompt
was entered separately, and the corresponding response was collected for analysis. The responses were generated
once for each prompt and were not manually modified before evaluation. No additional prompt engineering
techniques, follow-up corrections, or external tools were used during the generation of responses. Since the study
focused on evaluating naturally generated responses, model parameters such as temperature or randomness were
not manually controlled. The prompts were organized into three categories based on increasing cognitive
complexity: Basic conceptual questions, intermediate/advanced conceptual questions, and real-world scenario-
based questions.

Table 4 demonstrates the prompt patterns employed for the purpose of gathering answers from ChatGPT. It
includes a description of each prompt category, along with corresponding samples of the prompts.

Initial prompt: Describe cybersecurity in terms of its most important concepts, aspects, and prospects.

Table 4. Prompt patterns

Prompt Category Description of Prompt Sample of Prompt

What are the best practices for creating

strong passwords?

What is phishing and how can you avoid it?
How can you protect your personal
information online?

Explain the difference among network
security, endpoint security, cloud security,
application security, and physical security.
How does two-factor authentication work

First category of Basic-level questions on
prompt cybersecurity

Advanced to

nd cat f intermediate-level ..
Sccond category o ¢ eq cleve and why is it more secure than passwords
prompt questions on alone?
cybersecurity )

How can organizations ensure that their
employees are practicing good cyber
hygiene?

You are working on a sensitive project for
your company and you need to access a file
on a shared drive. You notice that the file
has been accessed by someone you do not
recognize. What should you do?

You are the IT manager for a small business.
You are concerned about the security of your
company’s network. What steps can you take
to improve the security of your network?
You are using public Wi-Fi to connect to the
Internet. You need to log into your bank
account. Is it safe to do so?

Real-life scenario-based
questions on
cybersecurity

Third category of
prompt

Figure 2 below shows the responses generated by ChatGPT based on the initial prompts; Figure 3 shows the
responses of ChatGPT on different prompt categories.
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Describe cybs urity in terms of its most important concepts,

aspects, and prospects.

Certainly, here's a description of cybersecurity in terms of its

ispects, and prospec

tacks. [t encomp

aspects, and prom ture developments. Let's explore each of

these components in more detaik

Key Concepts:

. Cyber Threats: Th icious activities or e imed at

compromising the confidentiality, integrity, or availability of digital

a . Common tl lude malware, phishing, ransomware,
and denial-of-service (DoS) attacks.

. Attack Vectors: Th

are the avenues or methods through which

cybercriminal loit vulnerabil in systems. Attack vectors can

include email attachments, malicious sites, software
wvulnerabilities, and social engine
. Vulnerabilities: Weakn: software, hardware, or

by attackers. Vulnerabilities

human practics

from coding errors, misconfiguration:

dentifying
mitigating cybersecurity risks. It includes determining the

impact of threats, the likelihood of their occurrence, and

What are the best practices for creating strong passwords?

Creating strong passwords is crucial for protecting your online account:

Here are some best practices for creating strong passwe

Use a Long Password: Longer passwords are generally more secure. Aim for at least
2 characters, but longer is better.
Include a Mix of Characters: Use a combination of uppercase and lowercase lette
@#5.%.
guessable words, phrases, or patterns,

numbers, and special symbels

3. Avoid Comman Words: Avoid using &
such as "password," "123456," or "qwerty" Also, don't use common substitutions like]
"p@ssword."

4. Avoid Personal Information: Don't use easily discoverable personal information, sud
a5 your name, birthdate, or family members' names, in your password.

. Unique for Each Account: Use different passwords for differsnt accounts. Reusing
passwords across multiple accounts increases your risk if one account is
compromised.

6. Consider Passphrases: Passphrases are longer combinations of words or a sentend
They are ezsy to remember and can be highly secure. For example,
"PurpleTigerSJumpOver*Moon!" is a strong passphrase.

7. Avoid Dictionary Words: Avoid using whole words found in dictionaries, as attacker:
often use dictionary attacks to guess passwords.

. Change Passwords Regularly: Whils some experts debate the frequency of passwol
changes, it's a good practice to change passwords pericdically, especially for critica)
accounts.

9. Enable Two-Factor Authentication (2FA): Whenever possible, enable 2FA for your

implementing controls to reduce risk.

5. Incident Response: A set of procedures and actions taken in

response to a cybersecurity incident. This inclu ntifying and

containing the incident, minimizing dam:

operations.
Key Aspects:

1. Network Security: Protecting the integrity and confidentiality of data

t ted over networks, achieved through m firewalls,

antivirus software and endpoint detec

soluti

envirenments with mea:
and security monitori

4. Application Security: e pment practi

vulnerabilities in software applications. This includ
testing, and adhel to secure coding standards.
Physical Security: Protecting ph

data centers, from unauthorized access or damage.
Prospects:

1. Cybersecurity Workforce: The demand for skilled cybersecurity

professionals continues tog anizations invest in

engthening their defen:

What is phishing and how can you avoid it?

ctors impersonate legitimate
aling sensitive information,
such as login credenti nal data. Phishing attacl
typically occur through deceptive emails, but they can also take the form of fraudulent
. or phone calls. The ultimate goal of phishing is to steal

valuable information or gain unauthorized access to accounts or

Here are some common characteristics of phishing attacks and how you can avoid

falling victim to them:
Characteristics of Phishing:

Deceptive Emails: Phishing emails often appear to come from trusted sources, such
ial media platforms, or government agencies. However, the send
address and content may be fake or altered.

2. Urgent or Threatening Language: Phishing emails may use urgent or threatening
language to create a sense of urgency, making recipients more likely to act without
thinking.

3. Suspicious Links: Phishing emails contain links that direct recipients to fake websites

designed to mimic legitimate ones. These we may prompt users

ve information.

Attachments: Phishing emails may include malicious attachments that, when opened,

caninfect a computer with malware.
Tips to Avoid Phishing:

Verity the Sender: Always check the sender's email address to ensure it matches the
official domain of the org: laim to represent. Be cautious if the email
lor

threatening language. Legitimate orgar
intheir communications.

if the actual URL matches the expected destination. Be.
cautious if the URL seems suspicious or unrelated to the organization.
Don't Click on Suspici

Links: If you have doubts about a link's legitimacy, don't
click onit. Instead, open a new browser ta

r tab and manually type in the official
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opportunities.

2. Emerging Technologies: Advancements in Al machine leaming, and

automation are being utilized to enhance cybersecurity, but they also
introduce new challenges and threats.

3. Regulation and Compliance: As data privacy and security
regulations evolve, compliance requirements remain afocus for
organizations to avoid legal and financial repercussions.

4. Cyber Inaurance: The cybersecurity insurance marketis expanding
as organizations seek coverage for potential financial losses
resulting from cyber incid

5. Threat Landscape: Cyber threats are continually evolving, and the

spect of new, sophisticated attacks means cybersecurity remains

dynamic and critical field, requiring constant adaptation and

vation.

rsecurity is a multidimensional field w
y serve to protect digital assets
tanding ents is
essential forindividuals and organizations navigating the com

landscape of

Ilow can you protect your person:

Enable Two-Factor Authent
2FA for your online accounts
requiring a second form of verification,

1o your miobile

identity and av
attachment:
4. Use Secure Websites (HTTPS): When pr

information ing online tra

5. Update Software Regulariy: K¢
, antivirus software, and other applicats

curily patches that prolect against

6. Use a Reputable Antivirus and Anti-Malware Program: In:
trusted antivirus and ants a : your dev
detect and remove malicious

rong rd and encryption (WPA2 or WPAD).

dofault router pa:

a VPN (Virtual Private Ne
and avoid ac g st
©. Limk Sharing on Soclal Medla: Revi
nd limit the amount ormation you sh:
,ut accepting friend re

10. Use Strong Security Questions: When setting up security questions




in the difference between network security, endpoint security,

cloud securily, application securily, and physical securily.

curity, Endpoint St tion
unity are distinct domans within the
ybersecuri

ch focusing on pre ing different

digital and phys

Network Security:
* Foeus:N rity primarily dealo with cafoguarding an
organization's networks, including local area networks (LANS).
e area networks (WANS), and the internet

* Goals: It aims to protect the integrity, confidentiality, and

network pathways. Netwo
prevent unaut

ntial breach

alls, intru: ems (IDS), intrusion

ms OPS), virtual privat

2. Endpoint Security:
* Focus: Endpoint iring individual
(endpoin martphones, and tablets that

to a network.

ompliance of
rporate network.

* Examples: Antivirus softwars, anti-malware endp

(EDR) solutions, and mobile de

are typical endpoint security

etection and r

Cloud security measures include

ntity and access management

ure cloud-based as

You are working on a sensitive project for your company and you need
to access a file on a shared drive. You notice that the file has been

accessed by someone you do not recognize. What should you da?

If you are werking on a sensitive project for your company and you
notice that a file on a shared drive has n accessed by someone
ntial to take immedia

you do not re action to as

and address the si are the uld follow

Document the Incident:

* Make note of the date and time you neticed the unaul
well as any details about the file that was a

Do Not Access the File:

* Avoid ac g the file yourself, as doi

m compromi

Contact IT or Security Team:
* Immediately contact your

team to report the incident. Pro

about the unauthorized access.

Preserve Evidence:

* If you have the capabilit

show the unautherized
valuable in investigating the i

Follow Company Protocol

and procedure:
the necessary steps t¢
Change Access Permissions:

* Depending on the circumstances, your IT team may r
changing access permissions to the file or the shared drive to
prevent further unauthorized access.

Assess the Impact:
* Work with your IT and security teams to ass

unautherized acc etermine whether any sensitive

5}

How does two-factor authentication work and why is it more secure
than passwords alone?

Tw authentication (2FA) is a security mechanism that ad

extra layer of p on to the traditional username and pas

5. It works by requiring users to provide two di

Something You Know: This is typically a password or PIN,

an, which is unique to the user.

ure than relying on

2.Second Authentication Factor: After s fully entering the
password, the user is prompted

factor, which could

ifies both
matchwhat the s

ation: The system then
If both fact
ne of the fact

anted. If there's amismatch o

incorrect,

Why 2FA Is More Secure Than Passwords Alone:

You are the IT manager for a small business. You are concerned about
the security of your company’s network. What steps can you take to
improva the security of your network?

Improving the cocurity of your cmall businc twork: ontial to

protect sensitive data and prevent cyber threats. | lere are steps you

can take as an IT manager to enhanc

Conduct a Security Assessment.
Yyour netw
and potential th
Implement Firewall and Intrusion Detection/Prevention Systems:
= Seluparobust firewall Lo filler incoming and oulyoing network.
trathic. Implement intru: tection and prevent
NS/IPS) ta identify and black suspicions activ
Regularly Update and Patch Systems:
= Ensure thal all hardware, software, and nelwork devices are kepl
up to date with the latest security patches and updates.
Vuslnarabilities in outdated systes n be axploited by attackers.
Seeure Wircless Networks:
* ifyour bu
encryption (WPAS or WPA2 with AES), change

and employ nefwork sagmentation to sapat

s uses Wi-Fi networks, secure them with strong

notworks.

5. Use Strong Authentication:

add an extra layer of
Access Control
- Implement

sensitive data and syst

Regularly review and update user ac
Data Encryption:
- Encrypt sensitive data both i transit (using secure protocols ke

HTTPS) and at rest (using encryption faol
Resular Backups:

& regular backups of crilical data and store U
. lest the backup and re
1o ensure they work effactively.

User Training and Awarcnoas:

reguilar sacrity awareness training
Implement Network Monitoring:
= Deploy network mon

network traffi for suspicious actity: Set up alerts for unusual
bahavior.

Vendor and Third-Party Seourity:

(h)

How can organizations ensura that t
good cyber hyg:

organizati
hygiene refer
and organiz:

cyberthreats

promare and anforca g

Establish Clear Cybersecurity Pol

i Uhe organization’s
mple 2 ling cyb:

Security Awareness Training:

Use Strong Authentication Methods:
* Implement strong authentication m
>ntication (2HA), fo
unte. Encourage ompl
Regularly Update Softwarc and Systom:
- Encure that all devices and cottware uce arc kopt

up to date with the latost coourity patches, Enforee automatic
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Figure 3. Samples of ChatGPT’s responses to different prompt categories: (a) first category prompt response
sample 1; (b) first category prompt response sample 2; (c) first category prompt response sample 3; (d) second
category prompt response sample 1; (e) second category prompt response sample 2; (f) second category prompt
response sample 3; (g) third category prompt response sample 1; (h) third category prompt response sample 2;
and (i) third category prompt response sample 3

3.3 Response Analysis
For the purpose of evaluating the responses generated by ChatGPT about the given articles, this study employed

Lee’s Model. Table 5 presents an analysis of the responses generated by ChatGPT, via applying Lee’s Model and
assigning a weight to each response. The analysis of the weights assigned to various thinking levels of ChatGPT

167



was undertaken from multiple perspectives to address the research question: “Can ChatGPT promote critical
thinking?” By examining ChatGPT’s responses across different categories of prompts and evaluating them using
Lee’s Model, the study aims to fully assess the ability of the tool to stimulate critical thinking. Higher weights
were given to responses that demonstrated more advanced levels of thinking (e.g., reflectivity), while lower
weights were assigned to responses that exhibited lower levels of thinking (e.g., recall). For example, if ChatGPT
consistently achieves high weights for reflectivity across different prompt categories, it suggests that the tool can
promote critical thinking.

Table 5. Analysis of ChatGPT’s responses according to Lee’s model

Evaluation of ChatGPT’s Response Level of Thinking = Weights
If ChatGPT’s response recalls the same content of the provided article Recall 1
If ChatGPT’s response rationalizes its thinking with the provided content Rationalization 2
If ChatGPT’s response reflects its own thinking beyond the given content Reflectivity 3

To ensure the reliability and validity of the content analysis, two researchers independently rated ChatGPT’s
responses using Lee’s Model of Thinking Levels. Each researcher carefully reviewed ChatGPT’s responses to the
various prompts across all three categories (basic-level questions, advanced to intermediate-level questions, and
real-life scenario-based questions). Using Lee’s Model as a guideline, the researchers assigned weight to each
response. After both researchers completed their independent evaluations, they compared their assigned weights
for each response.

To assess the inter-rater reliability of the content analysis, Cohen’s kappa was calculated. Cohen’s kappa is a
statistical measure that considers the possibility of agreement occurring by chance, thus providing a more robust
measure of inter-rater reliability compared with simple percent agreement (Gisev et al., 2013). It is mathematically

defined as:

Po_Pe
k=2 "€ 1
1-P, (1)

Here, P, represents the observed agreement between the raters, which is the proportion of cases where both
raters assigned the same weight to a given response. P., on the other hand, represents the probability of agreement
occurring by chance, considering the distribution of weights assigned by each rater.

The Cohen’s kappa coefficient (k) ranges from -1 to 1, to provide a measure of inter-rater reliability. A k value
of 0 indicates that the observed agreement is equal to the agreement expected by chance alone, suggesting no real
agreement between the raters beyond chance. Conversely, a k value of 1 signifies a perfect agreement between the
raters, where all assigned weights are identical.

The resulting Cohen’s kappa value for the content analysis was 0.92, indicating a near-perfect agreement
between the ratings of the two researchers. By employing a well-defined evaluation process and assessing inter-
rater reliability using Cohen’s kappa, the content analysis conducted in this study maintained scientific rigor and

completeness.
4. Results and Discussion

This section presents a discussion of the findings and outcomes obtained from the multi-level question-and-
answer experiments conducted with ChatGPT.
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Figure 4. ChatGPT’s responses evaluated by Lee’s Model: (a) first category prompt; (b) second category
prompt; (c) third category prompt
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Figure 4 presents the ChatGPT’s responses evaluated by Lee’s Model of Thinking Levels. Based on this model,
the results of how ChatGPT thought about questions in the first category revealed an interesting pattern (as shown
in Figure 4a). For a vast majority of issues, ChatGPT routinely reached the pinnacle of thinking, which was called
“reflectivity”. This meant that ChatGPT’s answers tended to go beyond the given information, which showed an
independent and reflective way of thinking, especially in the context of cybersecurity. Interestingly, the answers
provided by ChatGPT to questions 1, 3, and 6 were at the level of “rationalization”. This meant that ChatGPT’s
answers made sense within the context of the given information, considering a more grounded and content-driven
line of thought.

Questions in the second category were about concepts of cybersecurity at an advanced to intermediate level; as
such, ChatGPT mostly showed reflective thinking (as shown in Figure 4b). For most of these questions, ChatGPT’s
answers showed the highest level of knowledge by containing original ideas that went beyond what was given in
the cybersecurity material. For questions 8 and 11, ChatGPT reached the “rationalization” level. This shows that
ChatGPT is good at drawing conclusions and making new links in the cybersecurity field. However, it may not
always be able to reach the highest benchmark of critical thinking for all intermediate-level questions.

The results of questions in the third category, based on real-world scenarios on cybersecurity, are shown in
Figure 4c. In this case, ChatGPT consistently performed the highest level of thinking available, i.e., reflection. In
particular, the answers of the system went beyond what was given in the scenarios and included original thoughts
and conclusions. This meant that when cybersecurity questions were asked in real-world situations, ChatGPT could
use critical thinking skills to analyze the problems in depth and produce answers or suggestions that were not
limited to the situations themselves. ChatGPT has mastered the deepest level of critical analysis for this type of
applied and context-driven questions because it can go beyond the given information to produce innovative ideas
to solve real-world cybersecurity problems.
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Figure 5. Overview of the results from question-and-answer experiments: (a) average rating from each prompt
category; (b) grading each question from all categories

The overview of the results of the experiments is shown in Figure 5. The first sub-graph presented in Figure 5a
displays the typical results for the three categories of questions. A mean score of 2.5 indicates a regular evaluation
or performance in the first group. When looking at the second group, the average rating rose to 2.67, which
indicates a little higher level of performance than the first. Finally, the third category averaged a 3, which indicates
a higher performance or evaluation level than the other two. The other sub-graph in Figure 5b showing how each
question was graded on a scale from 1 to 18 points also gives a clear visual representation of the data.

The third category, which included scenario-based cybersecurity questions founded on real-world scenarios,
received the highest average grade of 3. One explanation for this stronger performance is that scenario-based
prompts provide richer context and clearer conditions for the problem. Unlike basic conceptual questions, which
often lead to definition-based or factual responses, real-world scenarios require ChatGPT to consider risks,
consequences, actions, and context-specific recommendations. This may encourage responses that go beyond
recall and demonstrate reflectivity. Moreover, as a conversational language model, ChatGPT may perform better
when prompts include practical situations, roles, and decision-making contexts. However, the first group of
questions, which dealt with the most fundamental aspects of cybersecurity, was rated the lowest score of 2.5,
suggesting that they were more straightforward to answer. The questions belonging to the second group, which
included cybersecurity concepts from the intermediate level, obtained an average score of 2.67. This number
suggests that ChatGPT can delve into deeper aspects when responding to these questions. The responses generated
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by ChatGPT for the third-category questions repeatedly demonstrated its ability to perceive real-world
circumstances and establish connections, hence facilitating and achieving the highest level of thinking.

There was variation in ChatGPT’s performance across different question categories, despite its continuously
high degree of critical thinking, especially in complicated scenarios in real life. Although these results highlighted
ChatGPT’s promise as an instructional tool, they also emphasized the demand for individualized approaches to
fully leverage its capacity to foster critical thinking in its users. Its potential as an effective teaching tool was
featured by its persistent demonstration of reflective and critical thinking, especially in situations that replicated
the complexities of real life. Overall, the constant display of critical and reflective thinking by ChatGPT, especially
when faced with complex real-world situations, strongly indicates its capacity to foster critical thinking skills
among learners.

Besides, it is important to acknowledge the notable limitations associated with this narrow focus on a particular
domain. Therefore, the findings should be interpreted as exploratory rather than fully generalizable. Since the
analysis was based on a limited number of prompts within a single domain, i.e., cybersecurity, the results might
not represent ChatGPT’s performance across all academic subjects or all types of critical-thinking tasks. Future
studies should extend this analysis to multiple disciplines, larger prompt sets, and different generative AI models
to validate the broader applicability of the findings. If ChatGPT has access to a larger volume of trained data and
information in a specific domain, its performance and ability to generate responses will likely demonstrate an
improved capability for critical thinking. Consequently, it could more efficiently help users engage in critical
analysis within that domain. Nevertheless, the potential of the system may be greatly constrained in the absence
of a sufficient amount of domain-specific data. To address these limitations and further advance our understanding
of the potential of Al in education, several avenues for future research should be considered. Future research could
explore the integration of ChatGPT and other generative Al tools into specific educational interventions and
curricula. Qualitative research methods, such as interviews and focus groups with educators and students, could
provide valuable insights into the experiences and perceptions of those engaging with Al tools like ChatGPT in
educational settings.

5. Conclusions

This study aims to evaluate the cognitive levels manifested in the responses generated by ChatGPT, using Lee’s
Model of Thinking Levels as a framework. The research focused on the domain of cybersecurity and analyzed
ChatGPT’s responses to questions of varying complexity, ranging from basic to intermediate and advanced levels,
as well as real-world scenarios. The findings suggested that ChatGPT demonstrated a prominent level of cognitive
ability, with a considerable proportion of its responses falling into the “Reflectivity” category of Lee’s Model.
This indicated that ChatGPT could generate responses that went beyond the mere recall of information and
exhibited a degree of logical thinking and critical analysis.

The analysis of ChatGPT’s responses using Lee’s Model provided insights into the ability of the model to
generate output that resembled various levels of cognitive complexity. Educators could use ChatGPT as a tool to
generate prompts and questions that encourage students to engage in higher levels of thinking, such as
rationalization and reflectivity. By carefully designing learning activities that incorporate ChatGPT-generated
content, teachers could create opportunities for students to practise critical thinking skills and engage in meaningful
discussions. However, it is crucial for educators to critically evaluate the responses generated by ChatGPT and
other Al tools to ensure that they are accurate, relevant, and conducive to fostering deep learning and understanding.
Moreover, policymakers could consider the potential of language models like ChatGPT in shaping educational
policies and initiatives. By recognizing the capabilities and limitations of these models, policymakers could make
informed decisions about how to integrate them into educational systems, while also addressing concerns related
to equity, accessibility, and the responsible use of Al in education.

As generative Al tools become increasingly prevalent in education, evaluating the quality and thoughtfulness
of their responses is necessary to understand their potential impact on student learning. Educators should carefully
assess the responses provided by these tools to determine the extent to which they could offer meaningful support
for developing critical thinking skills. The insights gained from this study could inform our understanding of Al
capabilities in demonstrating critical thinking, potentially guiding future research on how such Al models might
be leveraged in educational contexts to support the development of critical thinking skills in students.
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