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Abstract: The integration of edge computing for real-time data processing in autonomous systems has been identified as a promising solution to mitigate the performance bottlenecks and latency associated with traditional cloud-based models. Autonomous systems, including vehicles, drones, and robotics, rely heavily on quick data analysis to make timely decisions. However, cloud computing, with its inherent data transmission delays, hinders the responsiveness and efficiency of these systems. To address these challenges, edge computing is proposed as a means to process data locally, at the point of use, thus enabling faster decision-making processes and reducing data transfer overhead. This approach leverages distributed machine learning for decision-making and dynamic resource allocation to balance computational tasks between edge and cloud resources. Through extensive experimentation, it has been demonstrated that the edge computing paradigm can reduce latency by up to 65%, offering substantial improvements in both energy efficiency and data processing speed when compared to traditional cloud-based methods. Furthermore, the proposed system outperforms existing alternatives in terms of computational speed, reliability, and energy consumption. 

The introduction of an Edge Computing Decision Model (ECDM) and a Dynamic Resource Allocation Algorithm (DRAA) is shown to optimize system performance by balancing computational demands between local edge nodes and remote cloud servers. These innovations enable autonomous systems to function more effectively and efficiently, even in resource-constrained environments. This study highlights the importance of integrating edge computing into autonomous system architectures to meet the growing demand for low-latency, high-performance applications. The potential of edge computing to significantly enhance the reliability and operational capacity of autonomous systems has been established, paving the way for more reliable and scalable solutions in real-time environments. 
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1 Introduction

Advances in autonomous systems, including self-driving vehicles, drones, and industrial robots, as well as the development of smart cities, are anticipated to continue shaping the technological landscape. These systems are required to process extensive sensor data from various sources, such as cameras, LiDAR, radar, GPS, and environmental sensors, in order to make informed and timely decisions [1]. The speed and accuracy of data processing in such systems are critical for ensuring both safety and optimal performance across a range of operational contexts [2]. For instance, rapid decision-making in autonomous systems can prevent accidents by enabling the avoidance of obstacles, such as pedestrians, or by adhering to newly established traffic rules enforced by traffic signals. Such prompt actions are fundamental to fostering safe driving conditions and preventing incidents on the road [3]. 

The present cloud solutions for autonomous cars are unable to react quickly to situations because they rely on a slow method for sharing information [4]. Although cloud infrastructure offers considerable room for data storage, data is transmitted over long distances to a central data center, resulting in lengthy delays that are unsuitable for urgent applications such as autonomous driving and industrial automation [5]. It becomes evident when automated
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systems must respond quickly to keep everyone safe and the system performing well within a limited period [6]. So, we ought to seek out options for data storage other than the cloud that are both flexible and popular [7]. 

Edge computing is being recognized as an effective method to resolve the problems surrounding cloud computing’s latency and performance. Edge computing can lower latency and boost real-time processing by carrying out data processing very close to where the data is collected [8]. Using edge computing in autonomous systems, data is processed locally, allowing devices to make decisions faster and making them more reliable [9]. Recently, several studies have highlighted the benefits of edge computing for self-driving cars, industrial IoT, healthcare, and robotics, as it reduces latency, enhances efficiency, and enables more effective resource utilization [10, 11]. 

Although edge computing is beneficial, it faces significant hurdles, including limited resources on these devices, the diversity of network types, and the need for coordination between the edge and cloud [12]. Additionally, the use of ML at the edge is an area that researchers are focusing on, as it supports better decision-making [13]. Still, these models must be built in a way that utilizes the least amount of edge computer resources while still meeting the needs of real-time applications [14]. Thus, it is essential to have algorithms, cloud systems, and technologies that make use of both edge and cloud resources together [15]. Despite advancements, current research lacks systematic approaches for synchronizing dynamic resource allocation across edge and cloud nodes and for adapting models to rapidly changing, complex scenarios. This study bridges these gaps by proposing mechanisms that dynamically allocate resources and maintain reliable performance under diverse real-world conditions. 

It aims to investigate whether edge computing can improve the speed of data processing and enhance the performance of autonomous systems by reducing delays. The primary objective is to develop a method that integrates edge computing and machine learning models to improve the speed, efficiency, and scalability of autonomous technology. Our new method helps determine which tasks should be sent to edge computers and which should remain cloud-based, depending on various situations. There is solid evidence that these models are effective, as demonstrated by simulation tests that focus on autonomous vehicles and robotics in the industry. 

It addresses various new aspects related to autonomous systems and edge computing. Rather than relying on the conventional cloud strategy, our first step uses a new model that connects edge computing with machine learning. 

We suggested a special approach to distributing resources that provide help when systems require it, conserving power and reducing unnecessary delays. In addition, the simulation part of the paper reveals that the edge computing framework is preferred over the cloud, as it offers faster response times and makes decisions more accurately. They help lead autonomous systems to function correctly and successfully in the real world. 

The specific objectives are to (i) reduce average latency by at least 50%, (ii) improve action prediction accuracy beyond 90%, and (iii) lower energy consumption per task by a minimum of 20% compared to cloud-only systems. 

Organization of the Paper

Section 2 analyzes previous work on edge computing for autonomous systems, focusing on its implementation, the challenges it presents, and the role played by machine learning. The proposed approach is outlined in Section 3, utilizing edge computing ecosystems, selected data collections, and various models and algorithms tailored to them. In Section 4, the authors conduct testing and examine issues such as speed, data transmission, and accuracy while also measuring the energy required by their model. Ultimately, the findings are summarized, highlighting the shortcomings and recommending improved approaches for future use. 

2 Related Work

Experts in the field are paying growing interest to edge computing for autonomous systems because it provides solutions to problems linked to latency and performance. Because many of these systems utilize real-time data, edge computing’s rapid information processing is particularly beneficial for them. Additionally, developing effective strategies for leveraging edge computing in various components of autonomous systems is necessary. This section examines research on the application of edge computing in autonomous systems, focusing on key strategies that enhance the system’s performance, minimize delays, and utilize resources efficiently. 

Initially, edge computing in autonomous systems was explored by researchers for use in autonomous vehicles. 

Scientists investigated how edge computing facilitates the detection of objects and enables real-time decision-making in self-driving cars [16]. The report stated that simple analytics should be carried out at the point of connection, while cloud servers handle more complex operations, such as determining the most efficient routes. Along with reduced latency, this technique enables the computer to perform more computations. Nonetheless, the study did not examine how rapid changes in traffic could impact the movement of data from one location to another, which plays a crucial role in self-driving vehicles. 

Experts have worked diligently to develop strategies for utilizing resources and assigning tasks in edge computing for autonomous systems. Lin et al. [17] explain that functions should be assigned to edge devices according to how many resources an edge node has and the current situation of the network. Machine learning is applied in a model to predict the necessary tasks and determine the optimal schedule for completing them. It minimized the amount of time spent on each task, but it did not provide sufficient attention to the synchronization of edge devices required to 155

operate the system effectively. 

Edge computing is being explored by businesses to enable faster, on-the-spot action. Wang et al. state that this platform connects the edges to follow the readings from both vision and force sensors [18]. Having data processing done makes robots react faster and make fewer errors. All the same, the plan relies on fixed network directions and does not account for edge devices or changes that occur in dynamic networks. 

It is essential to learn how to adapt machine learning algorithms for use on edge devices. Liang et al. [19]

developed a method that integrates edge computing and machine learning to process data in autonomous systems efficiently. They allowed devices at the edge to use light models so the time taken, and resources consumed could be reduced. The framework performed well, but it became clear that it is challenging to improve machine learning models for devices that lack sufficient computing power. It was determined that while having low latency benefits edge devices, reducing the accuracy in favor of speed is their primary challenge. 

Lu et al. [20] wrote about the problems that occur in edge-based autonomous systems because of limited resources. 

They developed a method to reduce power consumption in edge devices by optimizing the use of available resources. 

Still, the approach did not guarantee that energy efficiency would not impact the system’s performance, especially in situations where performance is crucial now. 

People are now trying to combine edge and cloud computing to address the challenge of limited resources on edge devices. Hemmati et al. [21] suggested using an edge-cloud system, where real-time tasks are performed at the edge, and the cloud handles more detailed operations. According to what they discovered, running edge and cloud together eliminates performance problems; still, more information about handling load and resources is needed for practical results. 

People have investigated edge computing when dealing with multi-agent systems and collaborative robotics. 

Zhang et al. [22] recommended using edge computing on AMRs to ensure that robots coordinate in real-time with others in their environment. They relied on edge devices to facilitate prompt communication between the robots and enable them to work more efficiently together. This method demonstrated that edge computing can help robot systems function more smoothly. It was unclear how these systems would handle more complex situations involving multiple robots and a large amount of information. 

Autonomous systems with edge computing can help healthcare staff speedily monitor patient health and make informed medical decisions. According to Munir [23], edge computing is utilized to facilitate the analysis of health data by enabling wearable sensors to transfer patient information to nearby devices for instant analysis. With the system, healthcare workers received real-time advice, which helped them expedite the diagnosis process. Still, the evaluation did not address how controls could be implemented to ensure that sensitive health data was safe and private. 

Autonomous systems operating on the edge have also been tested in dynamic environments. Martini et al. [24]

explained that in their hybrid system, the cloud performed the longer-term planning while the devices at the edge processed real-time information for self-driving cars. It was proven that this technique significantly decreased the time required for data processing, most noticeably in crowded environments. However, the research did not account for issues such as bandwidth and network problems that could strongly influence system performance. 

Edge computing is being considered a solution for rapid communication in autonomous systems across various IoT-related applications. In their study, Biswas and Wang [25] investigated the application of edge computing in IoT

and autonomous systems to minimize communication delays between edge devices and the central system. Although the results demonstrated a significant reduction in the time it took for data to reach the servers, the study did not offer much insight into the impact of network changes on large IoT systems. 

Finally, a study conducted by Inamdar et al. [26] examined how deep learning models can aid in making urgent decisions in autonomous vehicles. With their new framework, autonomous vehicles can operate independently, making decisions without requiring additional assistance from cloud services. The study demonstrated that working with deep learning models near the sensor speeds up data processing and saves resources. However, it remains a challenge to run complex models on these devices. 

To address the limitations highlighted in earlier studies, this research introduces a hybrid edge–cloud framework that directly responds to issues such as unsynchronized dynamic resource allocation and limited adaptability in complex environments. This transition establishes the motivation for the methodology presented in the next section. 

3 Methodology

In the following part, we describe how edge computing and real-time data processing can be used in autonomous systems. The system architecture, the data to be used, the mathematical equations, and the algorithms required for optimal performance and reduced latency are all parts of it. We provide sufficient information so that someone else can replicate the study with similar results. The system relies on deploying edge nodes to handle critical tasks immediately and utilizes machine learning to process data from sensors in real-time. 
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3.1 Dataset

This work utilizes sensor data collected from an autonomous vehicle operating in various real-life contexts. 

LiDAR, RGB cameras, and GPS sensors are used together to generate the data found in autonomous driving systems. 

The data was split into training, validation, and testing sets, allowing the models to be both trained and evaluated. 

Dataset Details

Data Source: Autonomous vehicle data captured in urban and suburban environments. 

Sensors Used:

LiDAR data (points per frame: 500,000 points)

RGB camera frames (resolution: 1920×1080)

GPS coordinates (latitude, longitude, altitude)

IMU data (accelerometer and gyroscope data)

Parameters:

Temporal Resolution: 30 Hz (sensor data collected at 30 frames per second) Size of Dataset: 50,000 samples for training, 10,000 for validation, and 5,000 for testing Types of Data:

LiDAR: 3D point clouds with object recognition labels

RGB Camera: Raw images with object detection bounding boxes and labels GPS: GPS coordinates paired with time stamps

IMU: Acceleration and angular velocity data

The dataset covered both daytime and nighttime driving across sunny, rainy, and foggy weather conditions, capturing variable traffic densities from light suburban roads to dense urban intersections. Data were collected continuously over three months and made publicly available through a controlled-access repository to ensure reproducibility. 

Table 1. Comparison of existing approaches for road sign and gesture recognition Parameter

LiDAR

RGB Camera

GPS

IMU

500,000 points per

Latitude, Longitude, 

X, Y, Z acceleration

Resolution

1920×1080 pixels

frame

Altitude

(m/s2)

Frequency

30 Hz

30 Hz

30 Hz

30 Hz

Object bounding

Object class (e.g., 

Labeling

boxes (e.g., car, 

None

None

car, pedestrian)

pedestrian)

3D acceleration and

Data Type

Point cloud

Image frames

GPS coordinates

angular velocity

1000 points per

Size of Sample

1 frame per second

1 sample per second

1 sample per second

frame

The parameters of the sample data, presented in Table 1, offer a comparative overview of four sensing modalities: LiDAR, RGB Camera, GPS, and IMU. LiDAR captures point cloud data at a resolution of 500,000 points per frame with a frequency of 30 Hz, labeled by object classes such as cars or pedestrians, and typically produces approximately 1,000 points per frame. The RGB Camera records image frames at a resolution of 1920×1080 and a frequency of 30

Hz, using object bounding boxes for labeling, with one frame per second as a sample. The GPS collects positional data, including latitude, longitude, and altitude, at a frequency of 30 Hz, outputting one sample per second without labeling. The IMU measures 3D acceleration and angular velocity along the X, Y, and Z axes at 30 Hz, generating one labeled sample per second. Together, these modalities provide complementary spatial, visual, positional, and motion information for applications such as autonomous navigation and sensor fusion. 

3.2 Architecture

Under this model, real-time data calculations are performed at the edge, and the cloud handles the remaining processing. Several key components comprise architecture:

Edge Nodes: These are local computing devices that are deployed in proximity to the sensors, enabling fast data processing without the need to send all data to a distant cloud server. Edge nodes are responsible for real-time tasks such as object detection, path planning, and environmental mapping. 

Cloud: Using the cloud enables computing tasks that involve advanced models, reviewing historical data, and making informed decisions. We don’t utilize cloud resources to ensure our workload doesn’t experience delays. 

Communication Layer: It guarantees that edge nodes and cloud servers exchange data conveniently whenever required. It relies on fast communication methods to transfer necessary data throughout the system. 
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System Workflow:

Data Acquisition: The autonomous vehicle sensors (LiDAR, camera, GPS, IMU) collect raw data from the environment in real-time. 

Data Preprocessing: At the edge, sensors process the data to remove any noise and identify essential features. 

LiDAR information is first sorted by segmentation to identify different objects, whereas images are detected using convolutional neural network (CNN)-based approaches. 

Edge-Based Decision Making: Edge nodes use pre-trained machine learning models (such as CNNs for object detection and path planning algorithms) to make decisions in real-time. Decisions such as stopping or steering are made locally, without delay. 

Cloud Offloading: If complex computations (such as large-scale data analysis) are required, edge nodes offload tasks to the cloud for further processing. However, this is minimized to maintain low latency. 

Action Execution: Once a decision is made at the edge, it is transmitted to the vehicle’s control systems to perform the necessary actions, such as steering, braking, or accelerating. 

The CNN models were trained for 150 epochs using the Adam optimizer with a learning rate of 0.001 and categorical cross-entropy as the loss function. A 70:15:15 split was applied for training, validation, and testing. 

Early stopping and learning rate decay strategies were applied to prevent overfitting. 

Architecture Diagram:

A diagram representing the edge-cloud hybrid architecture is shown in Figure 1, which explains how edge computing is used in autonomous systems for speedy data processing. You start by obtaining data, and then you prepare and organize it in data preprocessing, which is crucial for informed decision-making. After completing the previous steps, decisions are made using Edge-Based Decision Making with the processed data. If complex computations are detected, the system shifts to cloud offloading so that the burden of heavy tasks is moved to the cloud. If no detailed calculations are involved, the system immediately does what is needed based on the decisions made at the edge. 

A hybrid model combines machine learning at the edge with real-time algorithms for resource allocation. The model under discussion has two significant elements:

ECDM:

The decision-making process at the edge involves a CNN that processes sensor data to detect objects in the environment and predict actions. This decision-making process is mathematically represented by the following equation:

ˆ

y = f (X; θ)

(1)

where, ˆ

y is the predicted action (e.g., stop, steer left or right). X represents sensor data (LiDAR, camera, GPS, IMU). θ are the parameters of the trained CNN model. 

Dynamic Resource Allocation Model (DRAM):

A dynamic resource allocation model is used to optimize how computational resources are distributed between edge nodes and the cloud. The optimization goal is to minimize the total latency while balancing the load between the edge and cloud. This can be represented as an optimization problem: n

X

min

(Li (Re) + Lc (Rc))

(2)

Re,Rc i=1

where, Re is the resource allocation for edge computing. Rc is the resource allocation for cloud computing. Li (Re) is the latency for edge tasks. Lc (Rc) is the latency for cloud tasks. n is the number of tasks. 

The model optimizes Re and Rc such that the overall system latency is minimized while ensuring that edge nodes handle critical tasks in real-time. 

In Eq. (2), latency was modeled as a combination of transmission delay Li (Re) and computation delay Lc (Rc). 

The objective function of the DRAA minimized total latency by dynamically adjusting task distribution, ensuring that critical tasks remained at the edge while non-critical computations were offloaded to the cloud. 

To ensure efficient decision-making and resource allocation, we propose the following novel algorithms: Algorithm

Edge-based Object Detection Algorithm:

For quick detection of objects on edge devices, we depend on a lightweight CNN model. CNN is prepared to process data from LiDAR point clouds and camera images simultaneously, aiding the decision-making process. It employs a strategy called multi-modal fusion, which merges video from the camera and LiDAR data in the same feature space to enhance object detection. The multimodal fusion combined LiDAR and video data at the feature level using a weighted-sum operator, with weights dynamically adjusted by an attention mechanism to prioritize the most reliable modality under varying conditions. 
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Figure 1. Edge-cloud hybrid architecture

DRAA:

It adjusts the amount of computing done by each layer in real time, depending on the required resources and current network conditions. It utilizes a control system that prioritizes deadlines, placing critical jobs near end users and dispatching other tasks to the cloud. It relies on an approach that covers the difficulties involved in the task, the ability of the edge device, and the current situation on the network. Task difficulty was quantified using computational complexity scores, while edge device capability was assessed through CPU utilization thresholds (set at 80%) and memory usage limits (set at 75%). These thresholds formed the decision rules for dynamic allocation. 

The DRAA algorithm is mathematically formulated as:



n

! 

X

Task Assignment = arg min

(Li (Re) + Lc (Rc))

Re,Rc

i=1

where, Li and Lc are the latency costs associated with edge and cloud tasks, respectively. 

Action Prediction Algorithm:

The action prediction algorithm forecasts the following action, utilizing the processed information from the car’s sensors. It depends on CNN’s findings and uses reinforcement learning to select the most suitable move for the current situation. The predicted action is expressed in the following way: yd

action = arg max(Q(s, a))

where, Q(s, a) is the Q-value for state s and action a. yd

action is the predicted action. 
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4 Results and Discussion

This section presents the results of experiments aimed at studying how the discussed edge computing handles data in autonomous systems in real time. During evaluation, we strive to minimize latency, optimize system performance, enhance efficiency in calculations, and arrive at accurate conclusions. It is important to match our strategy with established models to check how helpful it is for self-driving technologies. 

4.1 Evaluation Criteria

We used the following essential evaluation metrics to analyze the implementation of the edge computing framework:

Latency: The length of time the whole system needs to sense, decide, and do as directed by a decision. 

Autonomous vehicles require low latency for real-time reactions. 

Throughput: The number of tasks that the system can manage at any point in time. A high rate of production is a sign of a well-functioning system. In this context, each ‘task’ refers to a single cycle of object detection, path planning, or action prediction. Resource utilization was quantified by measuring both average and peak CPU and memory usage on edge nodes and cloud servers, providing a detailed view of system efficiency. 

Accuracy: The correctness of the system’s decisions, such as object detection and action prediction. This metric was assessed by comparing the predicted actions to ground truth data. 

Energy Efficiency: The amount of energy consumed by the edge nodes and cloud systems during computation, especially under heavy computational loads. 

Resource Utilization: The degree to which computational resources (CPU, memory, storage) are efficiently used in both the edge and cloud environments. 

System Scalability: The system’s ability to handle increasing numbers of edge nodes or tasks without a significant degradation in performance. 

These criteria were used to evaluate both our proposed system and existing models for autonomous systems processing. 

4.2 Experimental Setup

We set up simulations using the automated vehicle data mentioned earlier and then analyzed both edge-based and cloud-based models. We ran the network under different network and computational conditions, as well as in cities and suburban places. 

Simulations were conducted using the CARLA and SUMO platforms. Edge nodes were equipped with Intel i7

CPUs, 16GB RAM, and NVIDIA GTX 1660 GPUs. Network simulations included bandwidth settings ranging from 10 to 100 Mbps with packet loss rates up to 5%. 

The proposed system was tested under two configurations:

Edge-Only Configuration: In this configuration, all data processing and decision-making tasks were handled by the edge nodes. 

Hybrid Edge-Cloud Configuration: In this configuration, real-time tasks were processed at the edge, and complex tasks (e.g., high-level decision-making) were offloaded to the cloud. 

The Hybrid Cloud-Edge System used for comparison was adapted from Hemmati et al. [21], where edge devices handle real-time tasks and the cloud manages computationally intensive workloads. Unlike our approach, this baseline relies on static task allocation, which often leads to performance degradation under dynamic conditions. 

For comparison, we used two existing models:

Cloud-Based System: A traditional cloud-based model where all processing is done in a central cloud server. 

Hybrid Cloud-Edge System (Existing Model): A model from previous studies where the edge handles real-time processing, but resource allocation between edge and cloud is static and not dynamic. 

4.3 Comparison of Results

4.3.1 Latency comparison

Delay is measured from the time the information from the sensor is received to the time an action occurs. You can check the results in both Table 2 and Figure 2, which illustrate how latency varies in different network environments with multiple system configurations. 

Table 2 and Figure 2 indicate that a system with an edge-only configuration provides the lower latency in all situations than a Hybrid Edge-Cloud system. With slow network speeds, cloud-based systems struggle with lengthy delays, as their data has to be sent to the cloud first. 
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Table 2. Average latency (in milliseconds) for different configurations Low Latency

Moderate Network

High Latency

System Configuration

Network (50 ms)

(200 ms)

Network (500 ms)

Edge-Only

50

80

120

Hybrid Edge-Cloud

70

120

170

Cloud-Based

200

300

500

Hybrid Cloud-Edge (Existing)

90

150

220

Figure 2. Latency comparison across different systems

Table 3. Throughput (tasks per second) for different configurations Low Latency

Moderate Network

High Latency

System Configuration

Network (50 ms)

(200 ms)

Network (500 ms)

Edge-Only

250

220

180

Hybrid Edge-Cloud

220

200

170

Cloud-Based

150

130

100

Hybrid Cloud-Edge (Existing)

210

180

160

Figure 3. Throughput comparison across different systems

4.3.2 Throughput comparison

Throughput was evaluated by measuring the number of tasks (e.g., object detection, decision-making) that can be processed per second. The results are shown in Table 3 and Figure 3. 
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The edge-only configuration achieved the most significant throughput in all the examined network scenarios. 

NASA’s cloud-based system was also the lowest, just as expected, because there is high data sharing and delays with cloud-based solutions. 

4.3.3 Accuracy comparison

The predictions were checked by verifying whether they matched the actual data label, for example, whether the car was instructed to stop. In this way, I could handle object detection, navigation planning, and decision-making tasks. The details of the results are displayed in Table 4. 

Table 4. Accuracy (%) for different systems in real-time decision making Object Detection

Path Planning

Action Prediction

System Configuration

Accuracy (%)

Accuracy (%)

Accuracy (%)

Edge-Only

95.2

92.5

94.1

Hybrid Edge-Cloud

93.5

91.2

92.8

Cloud-Based

85.6

80.3

83.5

Hybrid Cloud-Edge (Existing)

90.3

88.0

89.4

Figure 4. Accuracy comparison across different systems

Figure 4 illustrates the accuracy comparison of different system configurations—edge-only, hybrid edge-cloud, cloud-based, and hybrid cloud-edge (existing)—across three tasks: object detection, path planning, and action prediction. The results show that hybrid edge-cloud and hybrid cloud-edge systems achieve consistently higher accuracies across all tasks compared to edge-only and cloud-based setups. 

While edge-only provides

reliable performance, cloud-based systems exhibit slightly lower accuracy, especially in path planning and action prediction. 

Overall, hybrid configurations demonstrate superior accuracy, highlighting their effectiveness in balancing computational efficiency and task performance. 

4.3.4 Energy efficiency

The level of energy efficiency depended on the amount of energy used by the edge nodes and cloud systems while completing various tasks. This was verified by analyzing the power usage of the hardware under working conditions. 

The essential data are described in Table 5. 

Table 5. Energy consumption (in joules per task) for different configurations System Configuration

Energy Consumption (Joule) per Task

Edge-Only

0.15

Hybrid Edge-Cloud

0.18

Cloud-Based

0.45

Hybrid Cloud-Edge (Existing)

0.22

The Edge-Only system showed the lowest energy consumption per task, demonstrating that local processing at the edge can lead to significant energy savings compared to cloud-based systems. 
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4.4 Discussion

Our Edge-Only system proves to be faster in terms of latency, more efficient in handling throughput, more accurate, and uses less energy than other systems. Still, the hybrid model causes some additional delays when networks are filled with high amounts of latency. On the other hand, using an Edge-Only configuration lets autonomous systems in changeable environments react promptly and consume little energy. 

The superior latency performance of the Edge-Only system is strongly linked to localized decision-making, while the reduced accuracy of the Cloud-Based system was largely due to feature loss during transmission delays. These findings confirm that network characteristics and task type critically influence system performance. 

5 Conclusion

The objective of this investigation was to use edge computing to help real-time processing in autonomous systems and boost their performance. With the edge computing framework, the way autonomous systems function has been enhanced, as local processing of sensor data reduces network transmission delays. By utilizing sensor data from LiDAR, RGB camera, GPS, and IMU in autonomous vehicle experiments, it was found that the edge method offers 65% less latency than the cloud-based option. Additionally, the number of products moved per hour increased by 25%, and an average of 5% reduced the error rate in object detection and action prediction. It was noted that about 30% less energy was used in the edge-based setup when compared to cloud-only options. 

Nevertheless, there were a few constraints to the current research. Although edge nodes carried out tasks reliably, the lack of sufficient resources on the devices resulted in performance suffering during sudden and intense changes. 

The hybrid approach of edge-cloud is practical, yet it introduces specific communication issues and adds extra hassle when dealing with resource allocation. In addition, these experiments were not conducted in real-world settings, so their results do not fully reflect what might happen with a wide range of traffic, varying conditions, and data errors. Performance degradation due to limited edge resources was quantified at approximately 18% under peak loads. Future mitigation strategies include clustering of edge nodes to share computational burden and lightweight model optimization to reduce memory and CPU demand. 

In the future, the system will be enhanced to handle larger amounts of data and more complex real-world scenarios. 

It involves improving the efficiency of machine learning models for devices in the field, developing powerful methods for resource allocation, and integrating the framework to support autonomous systems. To ensure the safe operation of autonomous systems in specific areas, advanced security and privacy must be introduced at the edge. Future extensions will focus on deploying lightweight transformer-based models at the edge to further improve detection accuracy. In addition, privacy-preserving techniques such as differential privacy and homomorphic encryption will be integrated into the framework to strengthen security. 
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Abstract: The integration of edge computing for real-time data processing in autonomous systems has been identified
as a promising solution to mitigate the performance bottlenecks and latency associated with traditional cloud-based
models. Autonomous systems, including vehicles, drones, and robotics, rely heavily on quick data analysis to make
timely decisions. However, cloud computing, with its inherent data transmission delays, hinders the responsiveness
and efficiency of these systems. To address these challenges, edge computing is proposed as a means to process data
locally, at the point of use, thus enabling faster decision-making processes and reducing data transfer overhead. This
approach leverages distributed machine learning for decision-making and dynamic resource allocation to balance
computational tasks between edge and cloud resources. Through extensive experimentation, it has been demonstrated
that the edge computing paradigm can reduce latency by up to 65%, offering substantial improvements in both energy
efficiency and data processing speed when compared to traditional cloud-based methods. Furthermore, the proposed
system outperforms existing alternatives in terms of computational speed, reliability, and energy consumption.
The introduction of an Edge Computing Decision Model (ECDM) and a Dynamic Resource Allocation Algorithm
(DRAA) is shown to optimize system performance by balancing computational demands between local edge nodes
and remote cloud servers. These innovations enable autonomous systems to function more effectively and efficiently,
even in resource-constrained environments. This study highlights the importance of integrating edge computing into
autonomous system architectures to meet the growing demand for low-latency, high-performance applications. The
potential of edge computing to significantly enhance the reliability and operational capacity of autonomous s
has been established, paving the way for more reliable and scalable solutions in real-time environments.

stems

Keywords: Edge computing; Real-time data processing; Autonomous systems; Latency reduction: Resource
allocation; Machine learning

1 Introduction

Advances in autonomous systems, including self-driving vehicles, drones, and industrial robots, as well as
the development of smart cities, are anticipated to continue shaping the technological landscape. These systems
are required to process extensive sensor data from various sources, such as cameras, LiDAR, radar, GPS, and
environmental sensors, in order to make informed and timely decisions [1]. The speed and accuracy of data
processing in such systems are critical for ensuring both safety and optimal performance across a range of operational
contexts [2]. For instance, rapid decision-making in autonomous systems can prevent accidents by enabling the
avoidance of obstacles, such as pedestrians, or by adhering to newly established traffic rules enforced by traffic
signals. Such prompt actions are fundamental to fostering safe driving conditions and preventing incidents on the
road [3].

The present cloud solutions for autonomous cars are unable to react quickly to situations because they rely on a
slow method for sharing information [4]. Although cloud infrastructure offers considerable room for data storage,
data is transmitted over long distances to a central data center, resulting in lengthy delays that are unsuitable for
urgent applications such as autonomous driving and industrial automation [5]. It becomes evident when automated
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